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Abstract 

The paper describes an approach to modelling the conductance of a textronic structure based on the iterative 

fundamental solutions method. The analysis of the current density distribution in a thin conductive layer 

containing roughness resulting from the applied manufacturing technology is aimed at estimating its impact on 

the total current and the conductivity of the conductive path. The simulations showed that the current density 

distribution in a conductive path depends on the nature of its surface, and increasing its roughness reduces its 

conductance. The proposed solution makes it possible to define a structure model in three geometrical 

dimensions, and its numerical implementation in the form of the proposed method ensures efficiency and 

computational accuracy. 

Keywords: Fundamental Solutions Method, Textronic Structure 

 

1. Introduction 

Textronic structures are a complex class of materials that combine the features of electronic devices 

and textile structures. Due to their unique properties, such as high mechanical strength, flexibility, and 

electrical conductivity, these materials are widely used in areas such as electronics, medicine, 

automation, and textiles [1]. 

     

Fig. 1. The textronics area (a) [4] and typical realizations of textronic structures: conductive threads intertwined between the 

fibers (b) [4], conductive surfaces sputtered onto the textile material (c) 

Textronic products are currently used most frequently in uniformed and rescue services and as 

everyday items [2]. From the textile technology side, textronic systems require the use of materials such 

as fibers, threads, electrically conductive fabrics, piezoelectric fabrics, magnetic fibers, optical fibers 

(a) (b) (c) 
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and textiles with shape memory as well as electroactive polymers. As electronic systems, these structures 

should show adequate accuracy and repeatability of response to control signals as well as resistance to 

external factors such as humidity or temperature. The implementation of such structures can be achieved 

by interlacing thin conductive threads between the fibers of the textile material [3] or using the physical 

vapour deposition (PVD) method [4]. Based on textronic structures, sensors and wearable electronic 

devices are built in the form of clothing, jewelry, watches, wristbands, glasses and others. Thanks to 

them, various physiological, environmental or behavioral parameters of the user, such as heart rate, 

blood pressure, body temperature, blood, glucose level, body position, movements, physical activity or 

location, can be monitored in real time [5-8]. The basis for the continuous development of the above 

technologies is the ability to implement new solutions using computer models that optimize project 

costs. In this area, numerical models dedicated to structures composed of thin conductive threads are 

known [9-11], but there is a still deficit of models intended for layered structures made using the PVD 

method. Existing models [12-13] assume infinitely thin conductive layers, limiting the model geometry 

to 2 dimensions. This article is the result of work aimed at expanding the possibilities of simulation in 

the above-mentioned area 

The aim of this work is to develop a three-dimensional textronic structure model (3D TSM) realised 

by using the PVD method. Analysis of the distribution of current density in a thin conductive layer that 

contains narrowing resulting from the gravitational deposition of conductive particles on the fabric aims 

to estimate its impact on the total current and conductance of the conductive path. 

2. Formulation of the problem 

A model of a conductive layer deposited on a textile substrate is considered, which is illustrated in 

Fig. 2. The analysed area  is limited by six surfaces marked as S1, …, S6. Surfaces S1, …, S4 are flat, 

and the surfaces S5 and S6 spaced d apart have periodically distributed ridges and depressions. Its shape 

and arrangement can generally be different and depend on the type of textile fabric weave that is 

modelled. In this work, it was assumed to model them using the sine functions with a given amplitudes 

A1 and A2 for S5 and S6 surfaces respectively. These functions are mutually perpendicular and run in 

directions parallel to the surface of the fabric.  

 

Fig. 2. Simplified concept of the 3D Textronic Structure Model (3D TSM): boundary surfaces and voltage polarization 

system (a); view of the model in a cross-section with plane P (b) and top view of the model (c) 

The mathematical description of the area modelling the conductive layer on the textile substrate is 

presented by the relations: 

 








+++

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

zyxyx

y

x

dykxkAzykxkA

dy

dx

)sinsin1(     )sinsin1(

0

0

:

12

 (1) 

It is assumed that the area  is filled with a homogeneous, isotropic and linear conductor 

(  = const), in which there are no unbalanced electric charges ( = 0), its surroundings are an ideal 

dielectric ( = 0) and that there is a constant voltage U between the surfaces S1 and S2 (see Fig. 2).  

For the assumptions presented above, the problem of calculating the current flow field boils down 

to searching for the distribution of electric potential defined as: 

 grad−=E   (2) 

(a) (b) 

(c) 
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where E


 is the electric field strength. The potential  meets the Laplace equation:  

 0=  (3) 

and mixed boundary conditions: 

 U= on the surface S1 (4) 

 0=  on the surface S2 (5) 

   0=



n


on the surface Si, i = 3, 4, 5, 6  (6) 

After solving the problem formulated above, the current density distribution sought is determined 

on the basis of (2) and the local Ohm's law:  

 EJ  =  (7) 

and the current from the dependence: 

  =
S

d sI J , (8) 

where S can be any section of the area  connecting the surfaces S3 and S4 (e.g. for x = const) 

3. Solution of the problem 

In order to solve the problem described by formulas (3) - (6), the fundamental solutions method 

(FSM) was applied [5]. In the next iteration steps, successive approximations of the sought potential 

function are calculated according to the formula: 

 
=

− +=
f

1

,,1 )()(~)(~
L

n

nknkkk Fq rrr 
 (9)

 

where: k – iteration step number,  

( )zyx  , ,=r  – any point within the  area, 

qk,n – approximation sum coefficients calculated on the basis of boundary conditions, 

nk
nkF

,
,

1
)(

rr
r

−
=  – fundamental solution of the Laplace equation, 

nk ,r  – fixed points lying outside the  area (singular points of the function Fk,n ), 

Lf – the number of fundamental solutions considered in a single iteration step. 

The function )(~
0 r was assumed (primary field): 

 







−=

xd

x
U 1)(~

0 r  (10)
 

This function satisfies equation (3) and boundary conditions (4) - (6) on the surfaces: S1, S2, S3, S4, 

which significantly accelerates the convergence of calculations. It should also be noted that regardless 

of the value of the coefficients qk,n  each function described by the formula (9) satisfies equation (3) 

exactly, and the selection of points outside the  area nk ,r  guarantees its finiteness in this area.  

The values of the coefficients qk,n  are determined in such a way as to obtain the best possible 

improvement of the fulfillment of the boundary conditions by the function )(~ rk in a given iteration 

step in relation to the iteration calculated in the previous step. For this purpose, a measure of the accuracy 

of meeting the boundary conditions by the function )(~ rk should be defined. On individual boundary 

surfaces of the area, functions of local, relative edge errors of the solution are: 

 ( ) 1,1 S     ,)(~1
)( −= rrr kk U

U
   (11) 
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where: 
xd

U
E =0  is the primary electric field strength (see eq. (10), (2)), and the boundary error 

functional: 

  
=

=
6

1 S

2 d)(
1
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i i
k

i

ki
s

S
r   (14) 

which is a measure, in the sense of the mean square norm, of jointly meeting the boundary conditions 

(4) - (6) by solution (9). Postulating the minimization of this functional with respect to the set of 

parameters qk,n 

 f

,

,...,1   ,0 Lm
q mk

k ==

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  (15)  

a linear system of equations is obtained: 

 f,,,, ,...,1    , Lm, nBqA mknknmk ==   (16) 

whose coefficients are expressed by dependencies: 
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F
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=


 (19) 

where n̂  is the normal to the surface Si at r point. 

After numerical solution of the system (16) (e.g. by Gaussian elimination method), the sought set 

of coefficients qk,n  are obtained and the next iteration step follows. In each step, the local error functions 

(11) - (13) and the boundary error function are calculated, which allows you to control the rate of 

convergence of the procedure on an ongoing basis and automatically interrupt it when the required 

accuracy is achieved. Using the basic approximation theorem on the existence and uniqueness of the 

solution to the linear approximation problem [6], it can be shown that: 

 1− kk   (20) 

which ensures the convergence of the described procedure. 

It should be noted that the choice of functions Fk,n in (9) boils down to determining their singular 

points nk ,r . As follows from (20), this choice does not affect the exact fact of convergence of the 

procedure, but the rate of convergence depends on it. There are no general rules on how to make such  

a choice optimally (in principle, you can create a procedure that would find such an optimal set of points 

nk ,r in each iteration step, but it is unprofitable from the point of view of the speed of convergence of 

the method in real time). In the numerical application created to solve the problem formulated here, in 

each iterative step, these points are randomly selected from many pregenerated points, uniformly 

surrounding the  area. 
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The convergence rate of the proposed method also depends on the number of Lf of the fundamental 

solutions considered in each iteration step. It can be set freely - from Lf = 1 to a value limited only by 

the capacity of the computer's operating memory, which must fit the coefficients of the system of 

equations (16). The greater the number Lf, the smaller the number of iteration steps needed to obtain the 

required accuracy and the smaller the total number of fundamental solutions in the final solution (total 

length of the approximation sum). However, it should be noted that the value of Lf greatly affects the 

time of a single iteration step, which is mainly influenced by the need to calculate surface integrals 

occurring in (17) and (18). Numerous numerical experiments by the authors have shown that in many 

cases the adoption of Lf = 1 gives the fastest convergence of the procedure in real time. In this case, the 

need to numerically solve the system of equations (16) is also avoided. 

A certain drawback of the described procedure (e.g. in relation to the classic, collocation version 

of MRF) is the need to numerically calculate many surface integrals (cf. formulas (14), (17), (18)). This 

difficulty can be significantly alleviated by using the proper mean square norm, the so-called 

pseudonorm, i.e. assuming the definition of the boundary error functional as: 

  
= =

=
6

1 1

2 )(
1

,

i

L

j

j
i

k

i

kiL
r   (21) 

where jr  are points distributed densely and more or less evenly on the boundary surfaces of the  area. 

With this approach, formulas (17), (18) take the form:  
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That is, all integrals are replaced by simple sums. The use of a pseudonorm instead of a proper norm 

is formally a less strict approach, because in this case the minimisation of the boundary error applies to 

a discrete set of boundary points, not to the entire surface. However, it should be noted that any 

numerical procedure for computing integrals is burdened with a similar inaccuracy because it must also 

be based on a discrete, "reasonable" representation of the integrand function [7]. 

2. Simulation results 

Using the TSM, the current density distribution in the conductive path of the tested structure was 

simulated and the examples results are presented in figures 3-4. 

        

 

 

 

 

 

 

Fig. 3. The current density distribution in the form of a vector field for the 3D TSM illustrated in Fig. 2. Chart (a) illustrates 

the results in the top surface of the conductive path (S6), however, charts (b) and (c) in the XZ plains for y/d = 6.25 (Q1) y/d = 

5 (Q2), respectively 

Fig. 3 (a) illustrates the current density distribution in the form of a vector field on the top surface 

(b) (a) 

(c) 
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of the conductive path (S6). The lengths of the arrows represent the moduli of the current density vectors 

calculated as the ratio of the current density J at a given point to the current density J0 at the same point 

in the case of a completely flat conductive path. If we compare these results with the graph shown in 

Fig. 3 (b) which illustrates the same vector field in the XZ plane for y/d = 6.25 (see line Q1 in Fig. 3 (a)), 

we can see that the current flow is concentrated along the shortest path between the hills of the 

conductive surface. This nature of the current flow is confirmed by the results in Fig. 3 (c) showing the 

vector field of the current density in the XZ plane for the parameter y/d = 5. This plane does not intersect 

the hills of the conductive path and is rectangular in shape, which gives an effective cross-section for 

the current flow and makes the current density the highest here.  

The results presented in Fig. 3 allow us to put forward the thesis that roughness on the surface of 

the conductive path is a significant obstacle to the current flow. To test this thesis, further calculations 

were carried out, the results of which are shown in Fig. 4. 
 

 

Fig. 4. Changes in the total current (I) of the TSM obtained by increasing the amplitude (A) of the conductive path roughness 

refer to its maximum value (Imax) corresponding to the flat surface of the path. 

This figure shows changes in the total current (I) of the TSM obtained by increasing the amplitude  

(A = A1 = A2) of the conductive track roughness referring to its maximum value (Imax) corresponding to 

the flat surface of the track. The results confirm the above thesis, as can be seen for a fixed voltage U, 

as the amplitude of the conductive path roughness increases, the I/Imax ratio corresponding to the 

conductivity of the tested structure decreases. Qualitative confirmation of the above conclusions can be 

found in the results of measurements carried out in the work [17], where the authors note clear changes 

in resistivity caused by changes in temperature, which may be due to the smoothing of the conductive 

surface of the structure. 

3. Conclusion 

A 3D model of the textronic structure produced by the PVD method was developed. The applied 

Fundamental Solutions Method ensured accurate and quick calculations of the basic transport 

parameters of the tested structure. The simulations showed that the current density distribution in  

a conductive path depends on the nature of its surface, and increasing its roughness reduces its 

conductance. This gives inspiration for further research focused on the impact of the shape of the 

conductive path on the properties of ST transport parameters.  

Author Contributions: Conceptualization, M.M, S.P., J.P.; methodology, S.P., M.M., J.P; software, S.P., M.M., J.P.; 

validation, J.P., M.M., S.P.; formal analysis, J.P., S.P., M.M.; investigation, M.M., J.P.; resources, S.P., M.M., J.P.; 

writing—original draft preparation, M.M. ,S.P.; writing—review and editing, J.P.  All authors have read and agreed 

to the published version of the manuscript. 
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Abstract 

The article analyses the main problems associated with evaluation the combined standard uncertainty of the 

water pH measurement by the type A and B methods. It is shown that, for a small number n of the tested water 

samples, the type A standard uncertainty determined by the conventional method is underestimated. Therefore, 

the correct expression to calculate this component of uncertainty is presented. The authors also highlighted that 

since in the practical measurement the influencing quantities and sensitivity coefficients are not known abso-

lutely precisely, therefore their uncertainties often have to be taken into account when estimating the combined 

uncertainty. For this purpose the authors have propose their approach to correctly determine the type B com-

ponents of combined standard uncertainty caused by not only the values of influencing quantities and sensitivity 

coefficients, but also their uncertainties. The proposed approaches are illustrated by estimating the uncertainty 

in the measurement of drinking water pH, presenting the corresponding components of measurement uncer-

tainty budget. 
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1. Introduction 

Drinking water, along with air, is the most important environmental factors that are a condition for 

life, and it has the most significant impact on human health [1], [2]. In general, life on Earth cannot exist 

without water. Water pollution harms human health, animals that consume water and plants that feed on 

water, as well as the flora and fauna of rivers, lakes, seas, and oceans, i.e., the entire biological world. 

Water is one of the main constituent elements in the production of agricultural products, seafood, food, 

medical devices, in a large number of chemical industry processes, and has an impact on the lifespan of 

various man-made structures, machinery, equipment, etc [1–6]. Therefore, water quality and its constant 

monitoring are of great social importance and are a prerequisite to ensuring an appropriate level of 

quality of life. 

 

It is worth noting that the pH value of water from different sources is different. Bottled drinking 

water that uses reverse osmosis and ultraviolet (UV) and/or ozonation to kill organisms has a pH be-

tween 6.9 and 7.5, non-carbonated bottled mineral water has a pH between 7.1 and 7.5, while carbonated 

water has a pH between 5.3 and 6. Water from common household filters has a pH close to 7.5, the same 

as tap water, while boiled tap water has a slightly higher alkaline pH [7] 

The paper shows that uncertainty in pH measurement depends on a number of factors, and discusses 

the key components of uncertainty that affect pH measurement. 

 

One of the most important parameters that characterise the quality of water and other liquids and 

solutions is the so-called hydrogen pH [3–6]. The measurement of pH is based on the dependence of 

electrode potentials on the activity and concentration of hydrogen ions and is carried out by measuring 
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the electromotive force of an electrometric cell, which is a set of corresponding galvanic transducers or 

electrodes, measuring and reference, immersed in the solution under study (here, water). Thus, to meas-

ure pH, measuring transducers are used - electrodes and a measuring device that measures the corre-

sponding output electromotive force at the output of the electrodes [3–6].  

As with other measurements, the quality of a pH measurement is determined by uncertainty [8–10]. 

The measurement of pH is one of the measurements that is characterised by a large number of uncer-

tainty components of different nature. The most important uncertainty components in technical pH 

measurements are [8–10]: 

1) uncertainty due to the heterogeneity of the measured solution, which can manifest itself in the 

instability of the pH measurement results of different samples of the same medium under study 

- this is a component of uncertainty associated with the object of measurement; 

2) uncertainty due to calibration (often referred to as adjustment in the manufacturer's instructions 

of electrodes with buffer solutions; 

3) the uncertainty component of the instrument readings and the conversion function of the meas-

uring transducer (measuring and auxiliary electrodes) under reference measurement conditions; 

4) uncertainty components caused by deviations from reference measurement conditions. 

During precision pH measurements, other uncertainty components may also be taken into account, 

such as the component due to incomplete cleaning (rinsing) of the electrodes after the previous meas-

urement, uncertainty due to the mismatch of the calibration conditions and the calibration procedure 

with reference conditions, discrete readings, a dynamic component (the result is recorded when the in-

strument has not yet fully settled), etc [6, 8–10] . These uncertainty components will not be discussed 

further, as they can be neglected in technical pH measurements. 

 

An evaluation of the uncertainty of the pH measurement can be performed using a classical approach 

[11], [12], or Monte Carlo (MC) simulations [13] can be used. Commercial programmes dedicated to 

this purpose are also available. The paper [8] presents the advantages and disadvantages of the methods 

of calculating the uncertainty, i.e., the typical method, the MC method implemented in the software and 

the spreadsheet, and the commercial programmes; the paper considers the case of pH measurement after 

two-point calibration. 

2. Problems in estimating pH measurement uncertainty 

The main problems with determining the uncertainty of the pH measurement uncertainty are that 

there is no fully correct methodology for estimating the uncertainty, which would correctly calculate the 

uncertainty components of the Type A and Type B methods [12].  

In particular, when calculating the uncertainty of the Type A method according to the accepted 

methodology [12] with a small number of observations, the resulting standard uncertainty is signifi-

cantly underestimated, i.e., it is largely approximate. Note that although this problem is mentioned in 

another part of the [12], no methodology is proposed to correct the value of the standard uncertainty.  

The main quantitative indicator of the heterogeneity of the pH of different samples of the same 

water is the unbiased estimate of the standard deviation, which is calculated using the known expression: 
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is the average value of the results of n (typically n = 6... 12) of measurements (observations) of water 

samples: pH1, pH2, ..., pHn. Based on the standard deviation estimate (1), the standard uncertainty of 

type A is traditionally estimated using the well-known expression [12]: 
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However, formally, expression (3) reflects an estimate of the standard deviation of the mean, which 

is the measurement result. As has been shown [14], [15], according to the definition of uncertainty [12], 

the uncertainty is not related to the measurement result - the result (here the mean value of (2)) is known 

- but to the measured quantity - here pH (measurand). Therefore, the pH uncertainty should be deter-

mined according to the density of the distribution of possible pH values given the known result (mean) 

and an estimate of the possible spread, the standard deviation (1). 

Since pH measurements are accompanied by a large number of influencing quantities, the calcula-

tion of uncertainty using the Type B method also encounters problems due to uncertainties in the values 

of the influencing quantities and influence factors. It is obvious that in practical measurements the value 

of the influencing quantity is not known exactly but with a corresponding uncertainty. The same applies 

to influence factors, which are also known only approximately. Therefore, these uncertainties for some 

variables should be taken into account when assessing measurement confidence. A detailed analysis of 

the problems associated with these aspects is provided in Chapter 5. 

The standard DSTU 4077:2001 [9] formulates some of the main components of what it calls the 

measurement "error". This mainly refers to the influence on the measurement result of water sampling, 

electrode preparation, temperature influence, and correction of this influence. 

It is obvious that the pH of drinking water depends on the source from which the water is taken, 

i.e., on the physicochemical and geological properties of the rocks and soils in which the source is lo-

cated, as well as other factors, including the time of year, the amount and intensity of precipitation and 

the time that has passed since the end of precipitation, etc. This causes variability in the pH of drinking 

water, i.e. its different values at different times. In addition, as a result of these phenomena, various 

chemical and biological components and mechanical impurities may appear in the water, which change 

not only the pH of the water but also its composition. Therefore, when measuring the pH of water, it is 

also advisable to measure its composition. Such results would provide a more objective characterisation 

of water quality. In view of this, the method of water sampling and preparation according to DSTU 

4077:2001 [9] is of great importance during measurements. This standard sets out the relevant require-

ments for the time intervals between sampling, sample preparation, and measurements, and recommends 

that water samples be treated, for example, by settling or filtering, in the event of significant contami-

nation. 

Failure to comply with these requirements can result in a significant deviation of the measurement 

results from the true pH value. Most importantly, subsequent estimates of the measurement uncertainty 

may not take into account factors related to the water itself, which is sampled from a specific source, 

under specific conditions, at a specific time. 

The purpose of the research is to correctly assess the components of the standard uncertainty,, to 

find the total uncertainty and to present the uncertainty budget of water pH measurement and the meas-

urement result in accordance with the requirements of the standard.  

The physicochemical and other aspects of pH measurement are not considered here, and the studies 

themselves are performed on the basis of known metrological characteristics of the instruments used 

and known measurement conditions. Specific results relate to the determination of the pH measurement 

uncertainty of the manufacturer's drinking water: Lvivvodokanal in the Zolochiv direction in the village 

of Pluhiv. The measurements were made in accordance with: DSTU 4077:2001 [9],  

ISO 10523:1994 [10] and ISO 10523:2008 [11], and were carried out in the testing laboratory of VE-

MAKO LLC using a pH metre pH-150M [16], [17] and electrodes ESCL-08M (EKS-10610/7) [18]. 

3. Uncertainty from heterogeneity of water samples. Estimation of uncertainty us-

ing the Type A method 

It should be noted once again that, according to the definition [12], measurement uncertainty is a 

parameter that characterises the dispersion of possible values of a measured quantity around the meas-

urement result. Since all the information about the dispersion of possible values of the measured quantity 

is contained in the corresponding density of the distribution, the correct calculation of the standard (as 

well as other) uncertainty must be based on this distribution. If we assume a normal distribution model 
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for the observations (pH1, pH2, ..., pHn) in [14], [15] was was shown that correct value of the Type A 

standard uncertainty of measurement is: 
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This value directly relates to the t-Student distribution. When the number of observations is small, 

which is mainly the case for pH measurements, the values of (3) with [12] and (4) differ significantly. 

In particular, when the number of samples is n = 6, the value of (3) is underestimated by 29%, and when 

n = 10, it is underestimated by more than 13%. Only with a large number of observations of several 

dozen, which is practically impossible to obtain during pH measurements, are values (3) and (4) suffi-

ciently close. 

It should be noted that in other models of population density distributions, from which the obser-

vation is selected and which is described by two parameters, location and scale, when the standard un-

certainty of the measured value is correctly calculated, the factor ( )3n −   appears in the denominator. 

This means that the minimum number of observations for which the standard uncertainty can be calcu-

lated correctly is n = 4. Therefore, methods for estimating pH measurement uncertainty should explicitly 

mention this minimum value, i.e., the number of samples should not be less than 4. For n = 4, the correct 

value of the standard uncertainty (4) is: 
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Water samples n = 4 were measured and the results obtained: pH1 = 7.06, pH2 = 7.02, pH3 = 7.01, 

pH4 = 7.05.  

We take their average value as the result of the pH measurement (2):  
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According to (4), a measure of the dispersion (heterogeneity) of pH values is their estimated stand-

ard deviation (1): 
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4. Estimating uncertainty using the Type B method under reference conditions 

The second category of factors includes all those related to the digital meter and measuring elec-

trodes, as well as the conditions of their use.  

For the digital meter and electrodes, as well as for other measuring instruments, the manufacturer 

has established the maximum permissible errors of their readings ±ΔMPE under reference conditions and 

the coefficient of influence of temperature deviations from the reference range. Table 1 shows the max-

imum permissible errors of the device ±ΔMPE,dm and measuring electrodes ±ΔMPE,el under reference con-

ditions, as well as ±ΔMPE,cal for electrode calibration. 

Table 1: Maximum permissible errors of the digital evice and measuring electrodes [16], [17], [18] 

MPE of digital meter: 

±ΔMPE,dm. 

MPE of measuring electrodes  

calibration ΔMPE,cal. reference conditions, ΔMPE,el 

0.05 рН  0.01 рН 0.02 рН 

 

In general, the estimation of uncertainty using the Type B method for the use of measuring instru-

ments under reference conditions does not cause problems, except for one. Since the estimation of un-

certainty requires knowledge of the density of the distribution, this is the main problem for calculating 
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the relevant uncertainty component. The manufacturer usually does not provide information on the dis-

tribution of possible deviations of the device readings within ΔMPE,dm. Therefore, according to the rec-

ommendation of the [12], focusing on the worst case, we assume a uniform distribution of these devia-

tions. Then the component of the standard uncertainty of the instrument readings under reference meas-

urement conditions for the known maximum permissible errors ΔMPE,dm of the instrument readings is 

calculated by the expression: 

 ( ) МРЕ,
,

Δ
3

dm

dm refu pH = . (8) 

For the value of 0.05 рН units from Table 1, the standard uncertainty associated with the meas-

urement by the instrument under reference conditions is: 
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Similarly, we calculate the component of the standard uncertainty due to the inaccuracy of the 

conversion function of the measuring electrodes under reference conditions. Here, МРЕ,el should be 

used (Table 1) and then the corresponding component of the standard uncertainty is: 

 ( ) рНpН
pHu refel 0115.0

3

02.0
, = .   (10) 

The uncertainty of electrode calibration with buffer solutions depends on the uncertainty 

( )calu pH  of the pHcal values of the calibration solutions and on the non-compliance of the calibration 

conditions and the calibration procedure in the reference conditions. If the electrodes were calibrated 

under reference conditions, this uncertainty component is mainly determined by the uncertainty of the 

calibration solutions. In particular, if the maximum permissible error  MPE,cal (Table 1) of the pHcal 

values of the calibration solutions is known, then, also assuming a uniform distribution, the correspond-

ing component of the standard measurement uncertainty due to electrode calibration is: 

 ( ) ( ) рНрН
pHupHu calcal 0058.0

3
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5. Problems of estimating uncertainty components from influencing quantities 

In fact, as mentioned earlier, pH measurements are measurements in which a large number of in-

fluencing factors should be taken into account. Table 2 shows the main influencing values, reference 

and operating conditions, and influence factors during pH measurements using a pH meter -150M with 

EKS-10610/7 electrodes [16], [17], [18]. 

Table 2: Influencing values, reference and operating conditions and influence factors (as a fraction of the basic maximum 

permissible error) during pH measurements using a pH meter -150M with electrodes ЕКС-10610/7 [16], [17], [18] 

№ Influenced quantity Operating conditions 
Reference condi-

tions 

Sensitivity coeffi-

cient сі 

1 

Temperature m  measuring me-

dium (solution) under automatic 

temeperature correction  

from -10оС to 100оС from 15оС to 25оС mс =1.5 

2 

Outside temperature out : for 

10°C deviation from the reference 

range 

from 5оС to 40оС from 15оС to 25оС =1.5/10 оС 

3 Outside relative humidity relН  from 90% to 25оС 30%80% Нс =2.0 

4 Device power supply voltage psU   from 198 V to 242 V (207÷235) V Upsс =1.0 

outс
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5 

Resistance meR  of measuring 

electrode: the basic value of mеbR .

=500 М  

from 0 to 1000 М 0 М Rmeс =1.0/500 М 

6 

Resistance reR  of reference elec-

trode: the basic value of  

cеbR . =10 k 

from 0 to 20 к 0 к Rreс =1.0/10 k 

7 

AC voltage rеU  (of 50 Hz fre-

quency) in the circuit of the refer-

ence electrode  

from 0 to 50 mV 0 mV Ureс =1.0/50 mV 

8 
DC voltage gsU −  in circuit of 

measuring solution - ground:  
from -1.5 V to+1.5 V 0 V gUgс − =1.0/1.5 V 

 

Note 1: According to GOST 29322-92 in the current edition (2014) [19] for a 230V network, the 

maximum deviations (both positive and negative) in Ukraine should not exceed 10% of the nominal 

value, i.e. from 207 to 253 volts. 

Note 2: Since the pressure value during pH measurements is almost always within the reference 

range of 84 to 106.7 kPa, the impact of this component of uncertainty is not assessed. 

In Ukrainian national metrological practise [20], as a legacy from the previous system, normalisa-

tion and calculation of the uncertainty caused by an influence quantity v  within the work area are most 

often carried out as a product of the corresponding influence factor on the standard uncertainty )(Xuref  

of the measurement under reference conditions. In this case, two options are used mainly. In the first 

case, the influence factor is constant; that is, the standard uncertainty component is calculated using a 

simple expression. 

 ( ) ( )XuсXu refvv =   (12) 

and does not depend on the actual value of the influencing quantity in the working area of values. 

In the second case, the sensitivity coefficient has the dimension of sensitivity to the normalised 

deviation  refopref vvv −= of the value of the quantity from the edge of the reference range refv : 
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Then, to calculate the corresponding uncertainty component, the deviation value v  of the influ-

encing quantity new from the edge of the reference range should be determined, and the standard uncer-

tainty component is calculated by the expression: 

 ( ) ( ) ( ),1v v ref v ref
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u X с v u X с u X

v


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In certain cases, the sensitivity factor has a sensitivity dimension to the so-called base value of 

the influencing quantity. 

Analysing Table 2, we can note that the coefficients of influence of one part of the influencing 

quantities are constant, i.e., they do not take into account the actual deviation of the influencing quantity 

from the reference range. This applies, for example, to the temperature m of the measuring medium 

(water) with automatic thermal compensation, the relative humidity of the environment, and the supply 

voltage of the device psU . For other influencing quantities, the respective influence factors take into 

account the corresponding normalised or reference value of the influencing quantity. In these cases, the 

actual value of the influencing quantity must be known to calculate the standard uncertainties. 

As noted above, the manufacturers of the measuring instruments mostly provide only the values of 

the influence factors, as in Table 2, but do not provide their uncertainties. However, it is known that 
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even physical constants are characterised by uncertainty. Obviously, the values of the influence coeffi-

cients given in Table 2 are approximate, i.e., they also have uncertainty. GUM [12] draws attention to 

this situation. In particular, Section G.4 of [12] argues that the nonstatistical estimate of the standard 

uncertainty, i.e., the Type B method, is largely subjective, with values derived from scientific judgement 

based on the totality of available information. Often, the values that determine the uncertainty are them-

selves characterised by uncertainty of even a few tens of percent [12]. This approach to [12] is used to 

determine the so-called effective number of degrees of freedom. In this regard, based on [12], we will 

assume that the influence coefficients have a relative standard uncertainty of about 25-30%. 

However, the value of an influential quantity is never known exactly. When measuring the influ-

encing quantity, there is always a standard uncertainty of the measurement. Therefore, given the above, 

the first method of normalisation of (12) should take into account the uncertainty of the sensitivity co-

efficient, i.e., the standard uncertainty should be calculated using the expression: 

 ( ) ( ) ( ) ( ) ( )XucucXucuсXu refvrelvrefvvv +=+= 222 1 , (15) 

where )( vrel сu  is the relative standard uncertainty of the coefficient vс . 

In the second method of normalising (14), in addition to the uncertainty of the coefficient, the un-

certainty of the influencing quantity should also be taken into account, i.e.: 

 ( ) ( ) ( ) ( )Xu
v

vuv
cuсXu ref

ref

reldev

vrelvv 

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+=

2

2
1
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where )(vurel  is the relative standard uncertainty of the measured value v. This uncertainty can be 

estimated based on the characteristics of the instrument concerned, for example, the accuracy class, the 

measuring limit, and its indication. In some cases, it is estimated by calculation, based on an analysis of 

the measurement conditions or data from previous measurements. 

It should be noted that, in certain cases, a seemingly paradoxical situation may arise when estimat-

ing the uncertainty components of the influential quantities. For example, let the width of the range of 

deviation of the influential quantity from the reference range be given as Rv . If the influential quantity 

is not measured, then only the expected value of the influential quantity, which is in the middle 2/дv  

of this range, with possible deviations 2/Rv , is guided, then, assuming a uniform distribution and, for 

simplicity, neglecting the uncertainty )( vrel сu , in (16) we have: 

 ( ) ( ) ( )1
1

2 3 3
v v ref v ref

ref ref

v v
u X с u X с u X

v v

 
 
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On the other hand, if you want to improve the accuracy of measurements and for this purpose 

measure the influencing quantity and find that its value is close to the limit values: limv v . Then, even 

with a negligibly small standard measurement uncertainty of the influential quantity ( ( ) 0u v → ), ac-

cording to (16), the standard uncertainty of this influential quantity is: 

 ( ) ( )v v ref

ref

v
u X с u X

v




   , (18) 

which in 3  is larger than the standard uncertainty (17) without measuring this influential variable. 

A priori, a one-sided triangular distribution of the deviation of the influencing quantity, for exam-

ple, temperature, in a certain direction from the reference region [12] is more likely. Then in (17), instead 

of 3 there will be 6 , i.e.: 

 ( ) ( )
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Therefore, if the measured value of the influencing quantity is close to the limit values: limv v , 

then the resulting standard uncertainty will be greater 6 than the standard uncertainty without the 

measurement of the influencing quantity. Even if the value of the influence quantity is greater than 

approximately дv4.0 , the standard uncertainty will still be greater than the standard uncertainty without 

measuring the influence quantity. 

The paradox is that in order to reduce the uncertainty, an additional measurement of the influencing 

quantity was performed, i.e., to reduce its uncertainty, but as a result, the measurement uncertainty com-

ponent of this influencing quantity increased. The same effect can occur if additional research is per-

formed to determine the actual value of the influence coefficient. 

This situation can be explained by the fact that by assuming a uniform, triangular, or other distri-

bution of the impact value (or the value of the impact coefficient) within the boundary values, we are 

performing an imaginary randomisation of these values, i.e. we assume that they are random. And the 

uncertainty estimate found with this approach is as expected when using a given type of measuring 

instrument under typical measurement conditions. This expected uncertainty can be called a priori. How-

ever, in a particular measurement, the value of the influencing quantity takes on a specific value (simi-

larly, for a particular measuring instrument, the influence coefficient has a specific (though possibly 

unknown) value), and therefore the actual uncertainty of the measurement result when using  

a particular measuring instrument under specific conditions may differ from the expected one. 

In general, to estimate the uncertainty caused by the influence of a quantity on the reading of  

a measuring instrument, one should proceed from a mathematical model: 

 vсv v =)( .  (20) 

In this model, the influence coefficient cv has a certain value ck with a standard uncertainty )( vсu , 

and the influencing quantity v has a value kv  with a standard uncertainty )(vu . Then, after performing 

the correction for systematic bias, the correction kkk vcр −=  , according to the requirements of the [12] 

and assuming the independence of the influence factor and the influencing quantity, the component of 

the standard uncertainty  of the measurement due to this influencing quantity should be calculated by 

the expression: 

 2 2 2 2 2 2 2( ) ( ) ( ) ( ) ( )v k k v vu Х с u v v u c u c u v  + +  .  (21)  

Another factor that is not taken into account when estimating uncertainty components from influ-

encing quantities is the influence of the time factor, i.e. changes in the properties (drift, "ageing") of 

measuring transducers, instruments, etc. after the last calibration. Unfortunately, manufacturers of pH 

measuring instruments do not provide any information on this issue. 

6. Quantifying uncertainty from influencing quantities 

The actual measurement conditions (including the values of the influencing quantities) are pre-

sented in Table 3. Standard measurement uncertainties of the influencing quantities will be evaluated 

using the known maximum permissible errors in the following analysis. The last two influencing quan-

tities (AC voltage in reference electrode circuit and DC voltage in the water-ground circuit) are charac-

terised by the so-called a priori uncertainty, i.e. calculated. 

Table 3: Actual values of influencing quantities (pH measurement conditions) 

№ Influence quantity 
Operating  

conditions 

1 
Temperature m  measuring medium (solution) under automatic temeperature 

correction  
13оС ±0.5оС 

2 Outside temperature out  29.0оС ±0.5оС 

3 Outside relative humidity relН  70%±5% 
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4 Device power supply voltage psU   (226.0  1.0) V 

5 Resistance meR  of measuring electrode  ≈750 М 

6 Resistance reR  of reference electrode ≈9 k 

7 AC voltage rеU  (of 50 Hz frequency) in the circuit of the reference electrode  ≈15 mV 

8 DC voltage gsU −  in circuit of measuring solution - ground:  ≈0.30 V 

 

The temperature of test water ( ) C
o

5.013θm =  (Table 3) is outside of the reference range 

( ) C
o

520θ ref = , i.e. from 15oC up to 25oC. Therefore due to the 1st line of table 2, from which coeffi-

cient 5.1=
m

c  (with neglected uncertainty), the standard uncertainty due to the deviation of the test water 

temperature from reference range is: 

 ( ) ( ) pH0432.0pH0288.05.1, === pHucpHu refdmmm  . (22) 

The ambient (outside) temperature is measured: ( ) C
o

5.029θout =  (Table 3) is outside of refer-

ence range ( ) C
o

520θref = , and temperature deviation is CCC ooo 42529θout =−= . Assuming triangle 

distribution inside MPE=±0.5°C, which causes standard uncertainty of temperature 
( ) CCu oo 20.06/5.0θout =  or relative standard uncertainty is ( ) 05.04/20.0θout = CCu oo

rel . This com-

ponent of standard uncertainty can be neglected. According 2nd line of Table 2, from which coefficient 

Cc o

out
10/5.1=  (with neglected uncertainty) after substitution these values to (16) the standard uncer-

tainty caused by deviation of the ambient temperature deviation from reference range is: 

 ( ) ( ) pH0173.0pH0288.04
10

5.1
, === C

C
pHucpHu o

orefdmoutoutout
 .   (23) 

Because ambient humidity Hrel=70 % (Table 3) not deviate from the reference: 30%80%, there-

fore the component of standard uncertainty of ambient humidity deviations is not determined, i.e.: 

 ( ) 0pH =Hu . (24) 

The supply voltage is (226.0 1.0) V (Table 3) and reference range is (207 ÷253) V. Thus, the sup-

ply voltage is within the reference range, and for this reason, the component of the standard uncertainty 

due to the deviation of the device supply voltage is determined, i.e: 

 ( ) 0pH =Upsu .  (25) 

The resistance of measuring electrode is MΩ750Rme   (Table 3). According to 5th line of Table 2 

the sensitivity coefficient Rmeс =1.0/500 М for base value 500 MΩ. Therefore, the standard uncertainty 

component due to the effect of the value of the resistance of the measuring electrode is: 

 ( ) ( ) pH0173.00115.0
500MΩ
750MΩ

0.1pH
R

R
pH ,

mеb,

mе === refelRmeRme uсu . (26) 

The resistance of reference electrode is kΩ9R re   (Table 3). According to 6th line of Table 2 the 

sensitivity coefficient Rreс =1.0/10 k for the base value 10 kΩ. Therefore, the standard uncertainty 

component due to the effect of the auxiliary electrode resistance value is: 

 ( ) ( ) pH0104.00115.0
10kΩ
9kΩ

0.1pH
R

R
pH ,

rеb,

rе === refelRreRre uсu . (27) 
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The alternating voltage of frequency 50 Hz in the circuit of the reference electrode is rеU ≈15 mV. 

For the limited value of 50 mV (7th line of Table 2) the sensitivity coefficient is 1.0/50 mV, so the stand-

ard uncertainty component due to the influence of the AC voltage in the reference electrode circuit is: 

 ( ) ( ) pH0035.00115.0
mV50

mV15
0.1pH

U

U
pH ,

limre,

re === refelUreUre uсu  (28) 

The DC voltage in the circuit test solution - ground is V0.30U gs =−  (Table 3). For the limited value 

of ±1.5 V (8th line of Table 2) the sensitivity coefficient is gUgс − =1.0/1.5 V 1, so the standard uncertainty 

component due to the influence of the DC voltage in the test solution - ground circuit is: 

 ( ) ( ) pH0023.00115.0
V1.5

V0.3
0.1pH

V1.5

U
0.1pH ,

gs === −
− refelgUs uu   (29) 

When calculating the total standard uncertainty of the technical result of the pH measurement of 

water, we assume that the uncertainty components are not mutually correlated, since they are caused by 

different factors, so the total (composite, combined) standard uncertainty of the pH measurement result 

is equal to the square root of the sum of the squares of all the components found above, i.e: 

 ( )
( ) ( ) ( ) ( ) ( ) ( )
( ) ( ) ( ) ( ) ( ) ( ).pHpHpHpHpHpH

pHpHpHpHpHpH
рН

222222

222

,

2

,

22

gUsUreRrеRmeUpsН

outmrefпelrefdmcals

c
uuuuuu

uuuuuu
u

−++++++

++++++
=


  (30) 

Since all the components of the uncertainty from the influencing quantities are normalised relative 

to the uncertainty of the digital meter and measuring electrode under reference conditions, the combined 

standard uncertainty (28) can be written in a different form: 

 ( )
( ) ( ) ( )

( ) pH0644.0
U

U

U

U

R

R

R

R
1pH

Δθ
Δθ

1pHpHpH

рН

2

limg,s

2

gs2

2

limre,

2

re2

2

rеb,

2

rе2

2

mеb,

2

mе22

,

22

2

ref

2

out222

,

22













+++++

+







++++++

=

−

−
−зUpUreRrеRввrefel

UpsНoutmrefdmcals

c

ссссu

ссссuuu

u



  (31) 

The expanded uncertainty ( )pHU p  of the technical pH measurement is calculated as the product of 

the combined standard uncertainty ( )рНcu  calculated above by the coverage factor kp for a given confi-

dence level p: 

 ( ) ( )pHukpHU cpp = .  (32) 

Since the number of non-zero uncertainty components is 10 (two components are equals to zero: 

( ) 0pH =Hu  and ( ) 0pH =Upsu ) and components of standard uncertainty have approximately similar values 

and are independent, the value of coverage factor can be taken as the corresponding quantile of the 

normal distribution [12] , i.e. for p = 0.95 k0.90 ≈ 1.96 [12]. 

The calculated components are recorded in the pH measurement uncertainty budget table (Table 4). 

Table 4. Uncertainty budget for water pH measurement. 

N Quantity, parameter, q Quantity value  
Type. 

(А or В) 
PDF p(q) 

Sensitivity 

coef. сі 

Stand. uncert. 

u(q), рН 

1 Solution heterogeneity рН   0.06 рН В Triangle 1.0 0.0238 

2 
Electrode calibration, 

рНcal., MPEcal, cal,lim  
 0.01 рН В Uniform 1.0 0.00577 
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3 
Electrode (reference condi-

tions), MPEel, el,ref,lim 
0.02 рН В Uniform 1.0 0.0115 

4 
Digital meter (reference con-

ditions), MPEdm, dm,ref,lim 
0.05 рН В Uniform 1.0 0.0288 

5 
Temperature of measuring 

solution 

m =27оС 

ref,lim=25оС 
В Uniform 1.5 0.0432 

6 Outside temperature 

out =29оС, 
ref,lim=25оС 

out =4оС 

В Uniform 1.5/10oC 0.0173 

7 Relative humidity 
H=70 %, 

Href,lim=80 % 
В Uniform 1.0 0 

8 Power supply. 

(226.01.0) V 

Ups.lim=207 V÷253
 V 

В Triangle 1.0 0 

9 
Measuring electrode re-

sistance o 

Rrе=750oМ, 

Rb.rе=500oМ 
В Uniform 1.0 0.0173 

10 
Reference electrode re-

sistance 

Rmе=9ok, 

Rb.mе=10ok 
В Uniform 1.0 0.0104 

11 
AC voltage in circuit of ref-

erence electrode 

Urе=15 mV  

Urе,lim=50 mV 
В Triangle 1.0 0.0035 

12 
DC voltage in circuit solution 

- ground  

Us-g=0.3 V  

Us.g,lim=1.5 V 
В Triangle 1.0 0.00192 

13 Combined standard uncertainty 0.0644 

14 Expanded uncertainty(р=0,95, k0,95=1,96)  0.126 рН 

15 Relative combined standard uncertainty 0.915% 

16 Effective number degrees of freedom, νеff 33 

17 Expanded coefficient (coverage factor), kp 2.035 

18 Refined value of expanded uncertainty (р=0.95, νеff=33, kp=2.035) 0.131  рН 

19 Relative expanded uncertainty 1.86% 

20 Result of measurement (short presentation,,): pH=(7.04±0.13) pH, p = 95, kp=2.035 1.86% 

7. Conclusion 

Based on the analysis of the measurement conditions performed and the evaluation of uncertainty, 

we can confirm that pH measurements of drinking water refer to measurements in which multiple com-

ponents of uncertainty must be taken into account.  

These are measurements in which one of the important components is the uncertainty associated 

with the test object itself, namely, the uncertainty caused by the heterogeneity of the pH of different 

samples of drinking water under test from the same source. 

The second important component of pH measurement uncertainty is due to the inaccuracy of the 

measurement tools (digital meter and electrodes) directly involved in the measurements. 

In addition, there are a large number of uncertainty components in these measurements from the 

interactions of influencing quantities. Among them are influences from: temperature of tested water and 

outside temperature, humidity of air, voltage supply (in these measurements, the values of relative hu-

midity of the air and value of voltage supply were within reference limits), values or resistances of 

measuring and reference electrodes, AC voltage in circuit of reference electrode and DC voltage in 

circuit test water – ground. 



24                                      Dorozhovets M., Szlachta A. 

Advances in IT and Electrical Engineering, vol. 30, 2024, 13-24 p-ISSN 3071-9003, e-ISSN 3071-9011 

As a result of the evaluation of the uncertainty in the measurement of drinking water pH, the relative 

expanded uncertainty (confidence level 0.95) was found to be about 1.9%. This value can be accepted. 

In measurements with significant impact of influencing quantities and therefore required correction of 

their impact, because the correction is never perfect, for correct estimation of the uncertainty caused by 

these influences, in addition to the values of sensitivity coefficients, it is necessary to have the values of 

their uncertainty. Of course, the measurement uncertainty of the influencing quantities must also be 

estimated.  
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Abstract 

Sound waves are disturbances propagating through an elastic medium that, upon reaching the ear, elicit auditory 

sensations. Sounds generated by the surroundings can be captured by a transducer (microphone), which trans-

forms them into an electrical signal. The signal from the microphone is then transmitted to a computer, where 

software allows for the extraction and analysis of individual tones. This process enables the description of 

psychoacoustic characteristics of sound as perceived by the human ear, including pitch, loudness, and timbre. 

Specific sound signals can be transformed into a sound spectrum, facilitating the examination of voice harmon-

ics, which are integer multiples of fundamental tone (lowest voice frequency). Harmonics possess various at-

tributes, including intensity and frequency (loudness and pitch). This article provides an overview of the human 

voice and related topics, along with insights from studying differences in psychoacoustic features of sound 

based on gender and age. The objective of the paper is to show harmonic structure of vowels and emphasize 

the importance of studying the human voice. 

Keywords: sound wave, intensity, harmonic frequencies   

 

1. Introduction 

The formation of the human voice is an exceedingly complex process that relies on various organs 

and mechanisms. We can distinguish two stages in the creation of the voice. The first stage is phonation, 

which occurs in the larynx in conjunction with the respiratory system [3]. This process is responsible 

for producing the fundamental frequency, which is the primary acoustic signal generated by the vocal 

cords. The next phenomenon is articulation, where the voice gains resonance and amplification. Artic-

ulation takes place through sound-shaping resonators located, among other places, in the nasal and oral 

cavities. The specific sites responsible for voice production and the corresponding processes are illus-

trated in Figure 1. The sound produced within the human body is interpreted as a sound wave. 

2. Sound wave 

A sound wave is a disturbance involving the transfer of mechanical energy due to the vibrations of 

particles in a medium, such as air. Particles undergo compression and rarefaction. The number of these 

compressions and rarefactions occurring in one second is referred to as the frequency of the wave. The 

human ear can detect a wide range of sound frequencies, from 16 Hz to even 20 kHz [5]. Values lower 

and higher than this range are respectively known as infrasound and ultrasound, with both being inau-

dible to humans. Another characteristic of a sound wave is its velocity. The physicist who first experi-

mentally determined the speed of sound was M. Mersenne [1]. His measurement in 1636 indicated a 

speed of approximately 450 m/s, differing by around 120 m/s from modern measurements. Subsequent 

https://doi.org/10.7862/re.2023.x
https://orcid.org/0000-0000-0000-0000
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derivation of the formula for the speed of sound by Newton, and its refinement by Laplace, facilitated 

further developments in acoustics. Newton's-Laplace formula (1): 

 𝑢 = √𝑘𝑝𝑜𝜚 (1 + 𝑎𝑡) (1) 

In this formula: 

u – the velocity of sound, 

k – a constant, 

po – the initial pressure of the medium, 

ρ – the density of the medium, 

a – another constant, 

t – the time. 

 

 
 

Fig. 1. Speech organs https://alic.sites.unlv.edu/chapter-11-2-speech-organs/ [9] 

Measurement methods, including the use of an oscilloscope, have allowed for even more precise 

measurements of the speed of sound. By knowing the wavelength and frequency of the wave, it was 

possible to calculate its velocity according to formula (2): 

 𝑢 = υ𝜆 (2) 

In this formula: 

u – the velocity of sound, 

v – the frequency of the sound wave, 

λ – the wavelength. 

3. Psychoacoustic Characteristics of Sound 

3.1. Intensity 

Sound is measured as a sound pressure level (SPL), in units of decibels, with a sound level meter 

(SLM). A decibel is a ratio between a measured level and a reference level [8]. 

Sound intensity is the power carried by a wave per unit area, as defined by formula (3): 

 𝐼 = 𝑃𝑆 (3) 

In this formula: 

I – sound intensity, 

P – the power of the sound wave, 

s – the surface area. 

https://alic.sites.unlv.edu/chapter-11-2-speech-organs/
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Sound intensity can be defined in various ways, all of which are related to acoustic pressure and 

the velocity of the sound wave. The human ear can detect a wide range of sound intensities. To improve 

understanding and the clarity of results, the concept of sound intensity level, determined by equation 

(4), was introduced [4]: 

 𝐿 = 10𝑙𝑔 𝐼𝐼0 (4) 

In this equation: 

L – the sound intensity level, 

I – the sound intensity being measured, 

I0 – the reference intensity (the threshold of hearing, typically 10-12 watts per square meter). 

3.2. Pitch 

Pitch is dependent on the frequency of vibrations. In music, sequences of pitch define melody, and 

simultaneous combinations of pitch define harmony [7]. Lower frequencies result in lower pitch, while 

higher frequencies lead to higher pitch. Frequency is expressed in hertz, which corresponds to one vi-

bration per second. The name of this unit originates from the discoverer of electromagnetic waves, the 

German physicist Heinrich Hertz (1857-1894). 

The human ear is sensitive to a wide range of sound frequencies [2]. Different individuals can hear 

different frequency ranges, and this can depend on age and lifestyle. To assess one's hearing ability, 

audiometric tests can be conducted to determine the values of sound intensity and pitch at which one 

stops hearing. 

3.3. Timbre 

This is an individual characteristic of each person, setting us apart from others in society. It allows 

us to distinguish between voices with the same intensity, frequency, and duration. The timbre of a human 

sound is variable and can be modulated, among other methods, through adjustments in the larynx and 

the activation of specific resonant spaces. Physically, timbre refers to the number of harmonic tones  

and their amplitudes. In other words, timbre is dependent on the structure of the acoustic spectrum  

(the chart of component tones of the sound based on their pitch). 

4. Psychoacoustic Characteristics of Sound 

The experiment involved 100 teenagers in the age range of 14 to 17 years. Each participant was 

tasked with reading aloud the appearing vowels displayed on a computer screen, continuously, for about 

3 seconds. After collecting the data, individual vowels were isolated from all the audio files. Subse-

quently, using the Sound Laboratory program at the Gdańsk University of Technology, sound spectra 
were created for these vowels, from which harmonic frequencies were extracted for further analysis. For 

certain groups, the sound intensity level (volume) was also recorded. All the collected data was used  

to generate tables, charts, and formulate conclusions. 

5. Men - Conclusions 

The collected data was grouped and presented in tables. Subsequently, for each vowel, the average 

harmonic frequency at the point of spectrum energy increase was determined, labelled as H[N]. In the 

next step, the ratio of the average frequency and a given N (representing the sequential number of the 

harmonic in the spectrum) was calculated. This provided the value H[N]/N, which is crucial for data 

interpretation and further analysis. Some of the results are presented in Tables 1-3. 

 

 

 

 

 

 

Table 1. Average of the harmonic frequencies for vowel /a/ for the 2007-2008 cohort 
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Gender Year of birth Vowel N H[N] H[N]/N 

M 2007/2008 A 1 111.583 111.583 

M 2007/2008 A 2 224.750 112.375 

M 2007/2008 /a/ 3 337.000 112.333 

M 2007/2008 /a/ 4 448.916 112.229 

M 2007/2008 /a/ 5 562.166 112.433 

 

Table 2. Average harmonic values for vowel /a/ for the 2006-2007 cohort 

Gender Year of birth Vowel N H[N] H[N]/N 

M 2006/2007 /a/ 1 101.666 101.666 

M 2006/2007 /a/ 2 202.777 101.388 

M 2006/2007 /a/ 3 304.000 101.333 

M 2006/2007 /a/ 4 405.666 101.416 

M 2006/2007 /a/ 5 509.222 101.844 

 

Table 3. Average harmonic values for vowel /a/ for the 2005-2006 cohort 

Gender Year of birth Vowel N H[N] H[N]/N 

M 2005/2006 /a/ 1 109.111 109.111 

M 2005/2006 /a/ 2 215.666 107.833 

M 2005/2006 /a/ 3 332.777 110.925 

M 2005/2006 /a/ 4 441.222 110.305 

M 2005/2006 /a/ 5 548.111 109.622 

 

The obtained values of H[N]/N indicate that the study group consisted of males, as there are regular 

increments in energy around every 101-112 Hz. Values of fundamental frequency (H[1], also in the 

literature written as F0) are very similar as those in the article [11]. D. R. Feinberg, B. C. Jones,  

A. C. Little, D. M. Burt & D. I. Perrett received values of H[1] for men aged 20-22 equal  

124.6 ± 20.5 Hz. In the research conducted within the age range of 2005-2008, there don't appear to be 

significant differences in the average harmonic values. For instance, the data in Table 2 is approximately 

11 Hz lower than the data in Chart 1. 

To provide a clearer illustration of the results, a graph (Fig. 2) was created to show the relationship 

between the average sound intensity level and the average harmonic frequencies for male participants 

for vowel /a/ (2007-2008 cohort). Figure 2 also maintains an increasing trend, although it doesn't in-

crease uniformly. 

 

 
 

Fig. 2. Average sound intensity level as a function of the average harmonic frequencies for male participants for vowel /a/, 
2007-2008 cohort. 
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6. Women - Conclusions 

The next group of participants examined were women. The study was conducted in the same man-
ner as for men. The data was collected and organized into tables. Sample results for vowel /a/ are pre-
sented in Tables 4-6. 
Table 4. Average harmonic values for vowel /a/ for the 2007-2008 cohort 

Gender Year of birth Vowel N H[N] H[N]/N 

W 2007/2008 /a/ 1 219.857 219.857 

W 2007/2008 /a/ 2 439.071 219.535 

W 2007/2008 /a/ 3 662.607 220.086 

W 2007/2008 /a/ 4 884.035 221.008 

W 2007/2008 /a/ 5 1102.786 220.557 

 

Table 5. Average harmonic values for vowel /a/ for the 2006-2007 cohort 

Gender Year of birth Vowel N H[N] H[N]/N 

W 2006/2007 /a/ 1 208.500 208.500 

W 2006/2007 /a/ 2 416.500 208.250 

W 2006/2007 /a/ 3 625.500 208.500 

W 2006/2007 /a/ 4 829.500 207.375 

W 2006/2007 /a/ 5 1038.250 207.650 

 

Table 6. Average harmonic values for vowel /a/ for the 2005-2006 cohort 

Gender Year of birth Vowel N H[N] H[N]/N 

W 2005/2006 /a/ 1 199.000 199.000 

W 2005/2006 /a/ 2 400.500 200.250 

W 2005/2006 /a/ 3 602.312 200.770 

W 2005/2006 /a/ 4 801.625 200.406 

W 2005/2006 /a/ 5 1003.313 200.662 

 
For women, the ratio H[N]/N ranges from 199 Hz to even 221 Hz, which is nearly twice as high as 

the values for male harmonics. The presented results demonstrate that human voices differ based on 

gender. The energy clusters in the female voice spectrum are shifted towards higher frequencies signif-

icantly more than in male voices. Another noticeable difference in male and female voices is the varying 

relationship between the sound intensity level and frequency. The graph of female data shown in Fig. 3 

significantly differs from the male graph (Fig. 2). A female voice is characterized by a higher sound 

intensity level than a male voice, and the sound intensity level graph does not exhibit an increasing 

trend. 
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Fig. 3. Average sound intensity level as a function of the average harmonic frequencies for female participants for vowel /a/ 
in the 2007-2008 cohort. 

 
 

Fig. 4. Average sound intensity level as a function of the average harmonic frequencies for both male and female participants 
together for vowel /a/ in the 2007-2008 cohort. 

 

Fig. 4 shows the average harmonic frequencies for both male and female participants together in one 
graph.  Male harmonic frequencies are marked in blue whereas female are marked in red. As mentioned 
in the article, the harmonics of women are shifted towards higher frequencies compared to men.  
To illustrate these differences more effectively, a graph (Fig. 4) was created, where it's clear that there 
is a larger concentration of blue bars (male harmonics) and a smaller concentration with a shift of up  
to 1100 Hz in the red bars (female harmonics). 

7. Comparison 

To verify the conclusion that human voices differ based on gender, the presented study was com-

pared to the work of a student from the Lodz University of Technology titled [6]. In this study, the author 
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also examined two groups, namely men and women. The results of this experiment were presented  

in graphs, namely Fig. 5 and Fig. 6. Graphs come from work [6] and were obtained using computer 

program.  

 
 

Fig. 5. Average sound intensity level as a function of the average harmonic frequencies for male participants. 

 

 
 

Fig. 6. Average sound intensity level depending on the average harmonic frequencies for women. 

In Fig. 5, it can be observed that male harmonics are closely clustered and occur regularly at ap-

proximately every 100 Hz, while in Fig. 6 depicting female harmonics, the frequency values are almost 

three times higher than those of males. The sound intensity level is also different, with higher values for 

females. 

The results presented in the paper [6] confirm that the voice differs depending on gender. Women's 

harmonics are shifted towards higher frequencies, occur less frequently, and achieve a higher sound 

intensity level compared to male harmonics. 

Human voice is very complicated but at the same time inspiring. Conducting research about psy-

choacoustic features could contribute to the development of science and technology. Research may also 

be conducted for other age groups in future. It will show voice differences over the years just like in the 

[10] paper where authors studied differences of fundamental tone depending on the age of responders. 
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Abstract 

This work develops an innovative perimeter loop configuration aimed at surpassing the limitations of conven-

tional alarm systems. The proposed design enables the integration of a large number of sensors into a single 

monitoring loop, using only two connecting wires, and is compatible with the commonly used normally closed 

(NC) connection. The custom perimeter system features simplified installation with the use of standardized 

parametrizing resistors, and includes a calibration method to enhance detection accuracy. A prototype was 

tested with 20 magnetic contacts, demonstrating that wire resistance and the tolerance of parametrizing resistors 

are critical factors influencing system performance. In practical trials, a maximum of 15 sensors could be reli-

ably detected. However, the introduction of calibration procedure allowed for an increased detection of up to 

20 sensors. The system, which can handle numerous closely spaced control points, also features battery backup 

capability to ensure operation during power failures. Overall, the system effectively manages complex moni-

toring requirements and provides reliable performance under various conditions.  

Keywords: alarm system, perimeter loop, parametrized line, end-of-line resistor, magnetic contacts, reed 

switches 

 

1. Introduction 

Alarm systems play a crucial role in ensuring security in privet residences, workplaces, stores, var-

ious industrial facilities, etc. Their primary function is twofold: they act as a deterrent to potential bur-

glars and provide real-time alerts to property owners in the event of a breach of the protected area [1]. 

Modern systems can also be used for monitoring the current status of various points within the property 

(e.g., whether doors or windows are open or closed, or the current value of a measured physical param-

eter, such as temperature in a room). This allows property owners to have greater control and awareness 

of their environment, even when they are away from the premises. In contemporary technology-driven 

world, manufacturers are continually developing more advanced solutions that go beyond mere anti-

burglary functions [2]. Many alarm systems are now integrated with smart home automation features, 

offering enhanced convenience and functionality [3, 4]. For instance, such systems can be connected to 

lighting, heating, ventilation or air conditioning systems, allowing users to remotely control and monitor 

these functionalities through mobile apps or other interfaces.  

In the case of perimeter systems, a breach of the designated monitoring zone is detected by utilizing 

an appropriate number of so-called intrusion sensors [5, 6]. There are various types of these access 

devices, each designed to meet specific security needs depending on the environment and the level of 

protection required. These include, among others, contact sensors (magnetic contacts, reed switches)  
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that detect the opening of windows or doors [7], motion detectors, sound and vibration sensors [8] or 

infrared barriers [9]. Each of these sensors is carefully selected and positioned to cover potential points 

of entry or vulnerable areas within the perimeter. The choice and number of sensors depend on several 

factors, including the size of the area to be monitored, the nature of the threats, and the specific security 

requirements of the property. 

Equally important is the method of connecting intrusion sensors to the central control unit, which 

oversees the operation of the alarm system [10]. The way in which these connections are established can 

significantly impact the reliability, responsiveness, and maintainability of the entire security system. In 

traditional alarm systems, all access devices are typically hardwired directly to dedicated inputs on the 

control panel or in series with an existing monitoring loop. It should be noted that wired connections are 

generally more reliable, they are less prone to interference from external sources, such as wireless sig-

nals or physical obstacles that can disrupt communication. They are less vulnerable to hacking or signal 

jamming, which can be a concern with wireless systems. Tampering with a wired connection would 

require physical access to the cables, making it more difficult for an intruder to disable the system with-

out triggering an alarm. Moreover, in a wired system, sensors typically draw power directly from the 

central control unit, eliminating the need for individual batteries [11]. This reduces the maintenance 

required to keep the system operational, as there are no batteries to replace. However, the traditional 

wired approach also presents certain challenges. Installing a wired alarm system can be labour-intensive 

and requires careful planning, particularly in large or complex buildings. Wired systems are less flexible 

when it comes to relocating sensors or making changes to the layout of the system. From an economic 

standpoint concerning installation costs, both wired and wireless systems have their advantages and 

disadvantages [12]. In this aspect, only considerations specific to a particular scenario provide a meas-

urable comparison. 

In scientific literature, the topic of wired perimeter systems in the scope of their construction and 

operation is rarely addressed in detail. However, certain recent research activities addressed the reliabil-

ity of reed switches. In these studies, the magnetic contacts were exposed to varying temperatures [13] 

or multiple switching repetitions [14]. Conversely, there is a substantial body of research focused on 

wireless solutions, which is quite understandable given the advancements in radio communications tech-

nology [15]. Wireless systems offer numerous advantages over traditional wired counterparts, such as 

greater flexibility in installation and easier adaptation to changing environments. However, they come 

with their own set of challenges, including the need for regular maintenance to replace power sources 

(as they operate remotely and are battery-powered) [11], which can be a significant inconvenience, par-

ticularly in large protected areas with numerous access points. Additionally, the costs for radio frequency 

components in sensors and central receiving units must be taken into account in installation projects. 

Electromagnetic interference generated in the environment [16] or cyber security of communication 

networks [17] also have a significant impact on the reliable operation of the wireless alarm systems. 

Nevertheless, there are numerous examples in the literature of research efforts aimed at effectively re-

placing the components of typical wired perimeter systems by creating novel and unconventional com-

ponents. For instance, these include the contact glass-break detector [18], which provides a specialized 

mechanism for detecting vibrations, or a highly sophisticated solution involving autonomous drones 

working in tandem with a set of video cameras that remain inactive until an event is detected [19]. 

Another notable example is the use of radar sensors to enable early warning capabilities and track the 

path of an intruder [20]. These innovative approaches highlight the ongoing quest to enhance security 

systems by leveraging advanced technologies and optimizing operational efficiency. 

Based on the identified limitations and drawbacks of existing alarm systems, an innovative perim-

eter monitoring installation has been developed by the authors. In the presented work, special attention 

was given to the number of possible control points that a user can connect to a single input on the control 

panel or expansion module, as well as the complexity of the wiring required with an increasing number 

of nodes in a single loop. The analysis led to the development of the custom perimeter system solution 

that addresses these shortcomings and allows for the connection of the maximum number of intrusion 

sensors using the fewest possible wires. The primary objective of the presented study is to ensure the 

system can accurately detect which of the numerous monitored control points has been triggered within 

an extensive monitoring loop and to communicate this information to the user. In the view of the authors, 

their proposed solution simplifies the installation process while maintaining the system's reliability.  
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2. Research Assumptions 

2.1. Effectiveness and Limitations of Perimeter Line Configurations  

A typical manufacturer of alarm devices offers a range of more or less advanced control panels, 

designed for applications ranging from the simplest home installations to extensive industrial surveil-

lance areas. These devices primarily differ in the number of inputs, outputs, and built-in functions. This 

allows the user to select a device that suits their specific needs while taking economic considerations 

into account.  

As an example, the most cutting-edge products from manufacturers active in the local alarm control 

panel market are present in Table 1 [21-27]. The most advanced control panel, supported by expanders, 

can handle up to 256 sensors. It is important to note that the manufacturer provides the number of inputs 

available on the main board alone and additionally the maximum number of inputs that can be supported 

through additional expansion modules. It should also be noted that the main control panel board can 

manage only up to 16 wired sensors, while each expander can handle only 8. To utilize the 256 inputs 

claimed by the manufacturer, it is necessary to use as many as 30 expansion modules. The cost of one 

expander is about 1/5 of the price of the control panel itself. Therefore, a significant portion of the costs 

incurred in building a multi-point surveillance system is allocated to input expanders. Consequently, 

a desirable solution is a system that allows the connection of a large number of alarm sensors without 

the use of additional expansion modules. 

From the perspective of creating a perimeter installation, manufacturers of control panels adhere to 

established standards that define the types of inputs designed for connecting wired sensors (Fig. 1). 

These inputs include those operating as NC (Normally Closed), NO (Normally Open), as well as param-

eterized configurations such as EOL/NC (End of Line/Normally Closed), 2EOL/NC, 3EOL/NC, and 

their corresponding EOL/NO (End of Line/Normally Open), 2EOL/NO or 3EOL/NO versions [7, 28, 

29]. Standards involving more complex resistor configurations, such as 4EOL, 5EOL, etc., are not com-

monly used in commercial products; whereas 3EOL type is rarely available and only found in the most 

advanced devices (e.g. in Integra 256 Plus). 

Table 1. Comparison of control panels with potential for use in wired perimeter alarm systems 

Parameters 

Control panel 

ROPAM [21, 22]  

NeoGSM-IP-64 

DSC [23, 24] 

HS2128 

Paradox [25, 26] 

Spectra SP7000 

Satel [27] 

Integra 256 Plus 

Number of physical inputs for wired sensors 

on main board of control panel  

16 8 16 16 

Maximum number of wired inputs that can 

be managed through expanders 

64 128 32 256 

Number of partitions / zones 4 8 2 8 / 32 

Number of physical outputs on the control 

panel's main board 

8 4 4 16 

Number of programmable outputs that can 

be managed through expanders 

40 148 16 256 

Permissible configuration of input lines 
NC, NO, EOL/NC, EOL/NO, 2EOL/NC,2EOL/NO 

and 3EOL/NC*, 3EOL/NO* (*only Integra 256 Plus) 

 

Parameterization involves incorporating additional resistors into the circuit with the sensor’s detec-
tor / switch [28]. From an electrical standpoint, switching to the additional resistance changes the equiv-

alent resistance of the alarm circuit. In this way, the additional state of sensor activity can be distin-

guished. Manufacturers of alarm system use this technique to integrate security functions (e.g., tamper 

detection, beam obstruction, or removal of the device from its mounting surface) directly into the alarm 

sensor. This allows for monitoring the integrity of the perimeter lines, thereby increasing the system’s 
reliability by preventing tampering or damage to the connection wires. 

In alarm systems, NC connections (Fig. 1-a) are more commonly used due to the additional security 

they provide against potential damage to the alarm loop. Interrupting the continuity of the wire imme-

diately triggers a response from the alarm control panel. In the case of NO inputs (Fig. 1-b), when the 

circuit's continuity is interrupted, it is not possible to determine if the sensor has been triggered to the 

close state. Unfortunately, the NC solution also has an additional drawback: if the circuit is normally 

closed by the sensor’s detector / switch (SWx in Fig. 1), current always flows through the alarm loop 
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during standby. The only way to limit this current is to use the resistors. By adding these resistors, the 

perimeter loop is converted into an EOL parameterized line (Fig. 1-c). 

 

 
Fig. 1. Types of connections in parametrized lines: a) NC; b) NO; c) EOL/NC; d) EOL/NO; e) 2EOL/NC; f) 2EOL/NO; 

g) 3EOL/NC; h) 3EOL/NO; A – alarm; T – tamper; M – masking 

The parametrizing resistor R is connected either in series (Fig. 1-c) or parallel (Fig. 1-d), depending 

on the required default standby state (NO or NC sensor). For the NC line (Fig. 1-c), the primary standby 

state is the closed circuit through the resistor R and switch SW. The second activation state (open state) 

occurs when the switch SW is open and no current flows. The third state can be triggered if a short 

circuit, caused by damage to the connection wires, happens between the sensor and the input of the 

control panel. In the event of wire breakage, it is impossible to distinguish this state from the triggered 

state, as in both cases, no current flows through the circuit. This approach is advantageous because, as 

mentioned earlier, it allows for the detection of a short circuit in the installation, caused by accidental 

reasons or tampering attempts. In the case of the EOL/NO line (Fig. 1-d), the default state is reversed. 

Additionally, for an NO sensor, it is possible to distinguish the sensor's activation state from the state of 

a broken connection. Thus, in the EOL/NC configuration, it is possible to detect a short circuit in the 

perimeter loop, whereas in the EOL/NO configuration, it is possible to detect broken wires. 

Another variation is the 2EOL configuration (Fig. 1-e, f), which uses two resistors R1 and R2 and 

two switches SW1 and SW2. Typically, the additional switch is used by the alarm sensor as an extra 

protection to detect tampering attempts, such as opening the enclosure or detaching it from the wall. 

Each subsequent state is distinguished by a different equivalent resistance RZ value observed between 

the ‘Z’ and ‘COM’ terminals and for 2EOL/NC configuration (Fig. 1-e) it is equal: 

• 𝑅𝑍 = 𝑅1  – SW1 closed, SW2 closed => standby state, 

• 𝑅𝑍 = ∞Ω – SW1 opened, SW2 closed or opened => temper state or broken line, 

• 𝑅𝑍 = 0Ω – short circuit in the installation, state of SW1 and SW2 any => fault state,  

• 𝑅𝑍 = 𝑅1  + 𝑅2 – SW1 closed, SW2 opened => alarm state. 

Similar considerations can also be applied to the 2EOL/NO line (Fig. 1-f): 

• 𝑅𝑍 = 𝑅1  + 𝑅2 – SW1 closed, SW2 opened => standby state, 

• 𝑅𝑍 = ∞Ω – SW1 opened, SW2 closed or opened => temper state or broken line, 

• 𝑅𝑍 = 0Ω – short circuit in the installation, state of SW1 and SW2 any => fault state, 

• 𝑅𝑍 = 𝑅1 – SW1 closed, SW2 closed => alarm state. 

As can be observed, the standby and alarm states for the 2EOL/NC circuit are reversed compared 

to the 2EOL/NO circuit. In both circuits, it is not possible to detect a separate case of a break in the 

continuity of the connection wiring. In either case, this state is always associated with tampering. It 

should also be noted that the values of both resistors can be the same, as this does not affect the ability 

to distinguish between the individual states. In one case, the equivalent resistance of the circuit is equal 

to R1, while in the other case it is the sum of the series connection of R1 and R2. Regardless of the resistor 

values used, it is always possible to differentiate between these two states.  
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The 3EOL configuration (Fig. 1-g, h) is supplemented with an additional switch and resistor, which 

allows for the differentiation of an extra state. However, this modification introduces some complica-

tions. When resistors with the same values are used, it becomes impossible to distinguish between the 

activation states of switches SW2 and SW3. In both cases, the equivalent resistance is equal to the sum 

of the resistances. Therefore, manufacturers recommend that resistor R3 should have a value equal to 

the sum of R1 and R2 in series. Nevertheless, to correctly distinguish between states, it is sufficient to 

apply different values to the mentioned resistors and for 2EOL/NC configuration (Fig. 1-g) the re-

sistance equivalent RZ is equal: 

• 𝑅𝑍 = 𝑅1 –  SW1 closed, SW2 closed, SW3 closed => standby state, 

• 𝑅𝑍 = ∞Ω – SW1 opened, SW2 and SW3 closed or opened => temper state or broken line, 

• 𝑅𝑍 = 0Ω – short circuit in the installation, state of SW1 and SW2 any => fault state,  

• 𝑅𝑍 = 𝑅1 + 𝑅2 – SW1 closed, SW2 opened, SW3 closed => alarm state, 

• 𝑅𝑍 = 𝑅1 + 𝑅3 – SW1 closed, SW2 closed, SW3 opened => antimasking state, 

• 𝑅𝑍 = 𝑅1 + 𝑅2 + 𝑅3 – SW1 and SW2 and SW3 opened => alarm with antimasking state. 

Similar considerations can also be applied to the 3EOL/NO line (Fig. 1-h): 

• 𝑅𝑍 = 𝑅1 + 𝑅2 – SW1 closed, SW2 opened, SW3 closed => standby state, 

• 𝑅𝑍 = ∞Ω  –  SW1 opened, SW2 and SW3 closed or opened => temper state or broken line, 

• 𝑅𝑍 = 0Ω – short circuit in the installation, state of SW1 and SW2 any => fault state, 

• 𝑅𝑍 = 𝑅1 – SW1 and SW2 and SW3 closed => alarm state, 

• 𝑅𝑍 = 𝑅1 + 𝑅2 + 𝑅3 – SW1 closed, SW2 opened, SW3 opened => antimasking state, 

• 𝑅𝑍 = 𝑅1 + 𝑅3 – SW1 closed, SW2 closed, SW3 opened => alarm with antimasking state. 

As with the 2EOL line, the alarm and standby states for NO and NC are reversed. This also applies 

to the additional states present only in the 3EOL line. This type of parameterized line is most commonly 

used by manufacturers for infrared barriers and motion detectors, incorporating anti-masking to detect 

attempts to obstruct the emitted infrared beam. 

2.2. Perimeter Loop with Numerous Intrusion Sensors 

In the alarm system market, it is difficult to find products that efficiently handle a large number of 

intrusion sensors installed across multitude windows and doors within a single monitoring zone. If the 

requirements specify that each window in a hall must be protected by contact sensors or more advanced 

monitoring units (such as a vibration, glass break, or ultrasonic sensors), and if it is necessary to distin-

guish which access point has been breached, there is no other option but to use separate inputs on the 

alarm control panel for each sensor. When designing a perimeter alarm circuit under such requirements, 

several challenges have to be addressed. The first one is the complexity and significant expansion of the 

wiring circuit, as separate cables must be run to each access point (Fig. 2). For example, in parallel 

perimeter loop, a bundle of wires coming directly from the alarm control panel in a configuration with 

multiple windows have a large diameter due to the high number of individual cores within the cable. 

The second, and more serious, problem is the limited availability of alarm inputs, especially in budget 

versions of commercial control panels. 

 

 
Fig. 2. Example of perimeter alarm line diagram for multiple windows protected by reed switches: parallel perimeter loop – 

each sensor connected separately to one input of control panel; serial perimeter loop – connection of sensors in series to one 

input of control panel 

A potential solution to the above-mentioned problems is to connect the intrusion sensors in series 

(Fig. 2). This approach reduces the number of inputs used on the alarm control panel. It also simplifies 
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the wiring installation, as only two wires extend from the control panel. The drawback of this configu-

ration is the inability to determine which sensor in the series is triggered at alarm moment. Typically, 

this limitation is of minor importance, as the most crucial information for the user is that the perimeter 

loop has been interrupted, possibly indicating the monitored zone or room, rather than the precise loca-

tion of the triggered sensor. This holds true for a simple installation with only a few sensors. However, 

in the case of a complex installation with a large number of control points, this system limitation can 

become problematic. For example, servicing the entire installation becomes challenging. In the event of 

a sensor failure, each sensor has to be checked individually, which is time-consuming. The ideal con-

figuration is a circuit in which, despite connecting multiple sensors using only two wires, it is still pos-

sible to identify which monitoring point is triggered during an alarm. This capability is partially provided 

by the 3EOL parameterized line (Fig. 1-g, h), which could be further modified with additional sections 

to an nEOL type. The expansion method, allowing to manage a larger number of sensors, is illustrated 

in Figure 3. The modification involves implementing additional sections of switches with resistors con-

nected in parallel to the existing setup. Each switch corresponds to each alarm detector. 

 

 
Fig. 3. The modified nEOL/NC configuration, which includes additional sections 

The equivalent resistance RZ of the nEOL circuit depends on which of the switches is open. When 

one of the switches is open, the resistor connected in parallel with it is no longer short-circuited by the 

circuit branch. This modification requires that each resistor has a different resistance value, because only 

then it is possible to determine which switch has been opened. The need to use different resistor values 

is not the only challenge here. When two or more switches are open, the value of RZ equals the sum of 

the series-connected resistors that are not short-circuited. It is possible that the obtained sum could match 

the resistance value of another open section. This would result in an incorrect identification of the breach 

point within the supervised zone. To ensure accurate detection when multiple monitoring points are 

triggered simultaneously, each subsequent section should be equipped with resistors of progressively 

increasing resistance. Mathematically, this relationship can be expressed as follows: 

 𝑅𝑍 > ∑ 𝑅𝑖  ,𝑛−1𝑖=1  (1) 

where 𝑛 denotes the index of successive resistance 𝑅i in the system. 

In order to determine which sensor has been activated, each possible state must be defined and 

distinguished. Therefore, the nEOL configuration is challenging to implement due to the large number 

of possible combinations 2𝑛 (e.g., 1024 for 10 points) that need to be distinguished. Additionally, there 

is a problem during the installation of the alarm system. Each loop section requires different resistor 

values, which complicates the assembly process and increases the likelihood of errors by installers. 

2.3. Concepion of Custom Perimeter Alarm System 

The custom perimeter alarm system (Fig. 4-a), as proposed by the authors, is structurally similar to 

the 3EOL configuration. The states of the perimeter loop are distinguished by changes in the equivalent 

resistance RZ observed at nodes A and B (Fig. 4-b).  

In the performed analysis, zero resistance Rx is assumed for the wires and switches in the branches. 

When all switches are closed, the equivalent resistance RZ of the circuit is infinitely small because all 

resistors are bypassed. If any switch is open, the electrical potential at node A differs from that at node 

B. All resistors from the terminal Z to the open switch are not bypassed and actively contribute to the 

equivalent resistance. Meanwhile, all resistors to the right of the open switch remain unchanged – they 

are still bypassed and do not affect the value of RZ. In the example (five monitored access node, the third 

section triggers alarm) shown in Figure 4-b, the equivalent resistance of the circuit is equal to the parallel 

combination of R1, R2, and R3. 
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a)  b)  

Fig. 4. Diagram of custom perimeter loop: a) Idea; b) Example of five nodes; SW3 open; current flow is marked in red 

In the Custom EOL configuration, the equivalent resistance RZ for any open switch, regardless of 

its number, is described by the following relationship: 

 𝑅𝑍 = 1∑ 1𝑅𝑖𝑛𝑖=1  (2) 

where 𝑛 denotes the index of the switch that is open, and 𝑅𝑖 represents the resistances of the various 

resistors in the circuit. If resistors with equal values are used instead of different ones, the relationship 

(2) simplifies to the form: 

 𝑅𝑍 = 1𝑛𝑅 = 𝑅𝑛, (3) 

where R represents the common resistance value for all resistors. Using identical pull-up resistors to the 

COM terminal means that for the n-th active switch, the equivalent resistance of the circuit is equal to 

the resistance of a single pull-up resistor divided by the index number of the open switch, counted from 

the terminal Z. 

Each section in the perimeter loop corresponds to a single access point. Each subsequent switch 

has a lower priority compared to the previous one, meaning that when multiple points are activated 

simultaneously, the circuit's state is defined by the section with the smallest index. For example, if 

switches SW1, SW3, and SW5 are open, the equivalent resistance of the circuit corresponds only to the 

open state of SW1. This is a limitation of the Custom EOL configuration, as it is not possible to differ-

entiate multiple monitored nodes being activated at the same time. Nevertheless, it is possible to detect 

each triggered alarm individually, one by one, according to their ascending numbers. At the moment the 

alarm loop is first interrupted, it is possible to determine where the breach occurred, which is crucial. 

This information allows for addressing the breach and moving on to manage next access points if they 

have also been activated. 

The developed configuration of perimeter loop is simple to service. If an access point is damaged 

or the installation wires are interrupted, locating the fault is straightforward. It is only necessary to check 

the indicated access point and the wires between adjacent points. An additional advantage is the sim-

plicity of implementing this solution compared to the 3EOL system and its extended modification 

(Fig. 3). The Custom EOL configuration does not require resistors with various values, also simplifying 

the assembly process. The limitation of these extended configurations is that they only support sensors 

with NC (normally closed) outputs. 

3. System Evaluation 

3.1. Design of Custom Perimeter Alarm System 

The method of installation in real conditions (supervised zone secured with a perimeter loop of NC-

type reed switches) is shown in Figure 5. The developed Custom EOL configuration requires additional 

pull-up resistors between the switches and the neutral point of the COM circuit. However, it is important 

to emphasize that, unlike in nEOL, the resistance value is the same for all resistors. 
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Fig. 5. Diagram of Custom EOL configuration of perimeter line secured with type NC reed switches 

Because the alarm state of any access point is determined by changes in the equivalent resistance 

RZ of the perimeter loop, it is necessary to propose an appropriate measurement method. Values of RZ 

can be obtained using a voltage divider circuit combined with an analog-to-digital converter (ADC, 

Fig. 6-a). By carefully selecting the resistance ratio, it is possible to maximize the voltage change for 

the alarm state of each subsequent intrusion sensor. 

 

a)  b)  

Fig. 6. Measurement of equivalent resistance RZ: a) Signal conditioning circuit diagram; RPU – pull-up resistor; RLFP and 

CLPF– low-pass filter resistor and capacitor; V – supply voltage; ADC – analog-to-digital converter; b) Voltage change in-

crement at divider’s output relative to the next activated sensor for various resistor R values in perimeter loop; RPU = 47 Ω 

The change in voltage increment relative to the next activated sensor for several different resistance 

values R added to each section of the perimeter loop is presented in Figure 6-b. Thus, all resistors that 

make up the equivalent resistance RZ have the same resistance value, and the upper resistor RPU in the 

voltage divider circuit has a constant value for all cases. As can be observed, the voltage increment is 

negative and changes in an exponential manner. The voltage decrement for sensor in the alarm state that 

is closer to the beginning of the loop is significantly larger than for that one that is closer to the end. 

Therefore, the shape of the increment curve can be modelled by adjusting the resistance values in 

the divider. The optimal value is the one that provides the greatest voltage change for a given number 

of sections. In most cases, the method for selecting resistance involves finding (Fig. 6-b) the point on 

the curve corresponding to the greatest increment. If two or more curves intersect near the found point, 

the one that provides the greatest voltage change for the initial sensors is chosen. For example, for a loop 

with 30 sections, the optimal resistance is 𝑅 = 1600 Ω. Nevertheless, the smallest possible values are 

preferred due to their lower susceptibility to interference, which can be induced in the connecting wires, 

for example, through inductive or capacitive coupling. Therefore, the upper resistor in the divider should 

be small, on the order of several tens of ohms. For this reason, 𝑅𝑃𝑈 = 47 Ω is used in the calculations. 

The RZ resistance can also be included in the voltage divider (Fig. 6-a) as the upper resistor. By main-

taining the resistance ratios, only the sign of the voltage increment will change.  

Additional lines, corresponding to the minimum voltage values that can be distinguished by ADC 

converters with resolutions of 8, 10, and 12 bits, are included in Figure 6-b. As can be observed, the 8-

bit converter does not provide sufficient resolution for correct operation across the entire intended range. 

Its line intersects the voltage increment curves in all cases. If the loop configuration is limited to 20 

sections, an 8-bit converter could theoretically suffice. However, the difference between the voltage 

change upon sensor activation and its voltage resolution is too small for proper alarm state detection, 
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especially with higher resistance, such as R = 6800 Ω. The 10-bit and 12-bit ADC converters have 

sufficient resolution and can be used in the considered operating scenarios. The best results are obtained 

using the 12-bit converter, as it allows for a more precise determination of the voltage difference. 

3.2. System Efficiency in Real Conditions 

The measured voltage value for a given state of perimeter loop is slightly different from the ideal 

value obtained from calculations. This is due to the influence of real-world parameters such as resistor 

tolerance, non-zero wire resistance, uncertainties in the ADC, and interferences. For this reason, it is 

necessary to determine the voltage ranges within which the value must fall in order to correspond to the 

perimeter loop state associated with the activated intrusion sensor. The boundaries of these ranges are 

calculated by dividing the increment between two adjacent states in half and adding the resulting value 

to the previous state (Fig. 7-a). The width of these ranges defines the correct operating limits of the 

system. 

a)  b)  

Fig. 7. System efficiency in real conditions: a) Method for calculating the voltage ranges for each state; b) Electrical equiva-

lent of perimeter loop, taking into account resistance of wires Rx 

To examine the impact of real-world parameters, the effect of wire non-zero resistance and resistor 

tolerances is considered for the worst-case scenarios (Fig. 7-b). The worst-case scenario is defined as 

the combination of extreme tolerance values for both the upper resistor in the divider and the resistors 

on the alarm loop side. The extreme resistance values are determined by the common resistors’ toler-
ance. 

The resistance of the connecting wires Rx depends on the type of wire used in the alarm installation. 

Typically, multi-core cables of type YTDY 6x0.5 mm (with a single wire diameter of 0.5 mm) are used. 

Knowing the diameter and material of the wire, it is possible to calculate the resistance for a given length 

using the following mathematical formula: 

 𝑅 = 𝜌 𝑙𝐴,    (4) 

where ρ means resistivity of copper, l – length of conductor, A – cross-sectional area. Thus, for YTDY 

6x0.5 mm, the resistance per meter is equal 89.35 mΩ. 
Since resistance depends on the length of the wire between successive sensors, numerical calcula-

tions were conducted for several lengths: 1 m, 3 m, and 5 m. Tolerances of 1% and 5% were also con-

sidered. Simulations were conducted for a perimeter loop with 30 sensors, and the results were compared 

with those of the ideal case without accounting for wire resistance. The obtained results are presented 

in four graphs in Figure 8. The curves on the graphs labelled 'Upper boundary value' and 'Lower bound-

ary value' define the range within which the voltage can vary from the ideal value for each activation 

state. If the voltage for a given state falls outside this range, the alarm control panel will incorrectly 

determine the number of the breached sensor. The intersection points define the maximum number of 

sensors that can theoretically be handled without inaccuracies. 

The obtained results are summarized in Table 2. Since two extreme values were considered for 

each case, the maximum number of sensors that can be handled is taken as the smaller value obtained 

for a given tolerance. This approach ensures that no value will exceed the boundary for correct detection. 

Such an occurrence might happen because, in the minimal extreme case, the wire resistance for the 

middle sensors in the line partially offsets the tolerance effect, artificially increasing maximum number 

of sections. 
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a)  b)  

c)  d)  

 

Fig. 8. Voltage variation graph depending on the active sensor; red dashed line – curves indicating boundaries within which 

the voltage can vary: a) case without accounting for resistance of wires; b) case for wires with length of 1 m between sensors; 

c) case for wires with length of 3 m between sensors; d) case for wires with length of 5 m between sensors 

Table 2. Points of intersection with the boundary curves 

Wire length 

Tolerance 

Without wire resistance 1 m 3 m 5 m 

Theoretical number of sections 

max. @ tol. 5% 6 5 5 5 

min. @ tol. 5% 5 5 5 6 

max. @ tol. 1% 26 15 12 10 

min. @ tol. 1% 25 28 17 15 

 

The wire resistance and resistor tolerance significantly limit the proper operating of the perimeter 

alarm system. Using resistors with a lower tolerance improves the system's performance, but it does not 

eliminate the negative impact of the wire resistance. The length of the wires depends on the size of the 

alarm installation: the size of the building, the layout of the rooms, the placement of windows and doors, 

and the wires routing method. The complexity of the installation is a disadvantage because, for sensors 

closer to the end, the wire resistance has a dominant effect on the difference between the ideal and actual 

values. This is clearly seen when comparing the graphs without accounting for wire resistance to those 

for a 5 m length. The characteristic bending of the ideal calculated curves for the end sensors is evident. 

In the simulations conducted, an equal wire length between successive intrusion sensors was as-

sumed. In a real perimeter alarm system, the distribution of sensors in the protected zone is uneven, 

resulting in varying wire lengths between them. A possible way to improve the system's performance is 

through a calibration method. This involves measuring the actual voltage values for all activation states 

and using them to calculate the operating ranges. This approach allows for the elimination of the impact 

of wire resistance and the tolerance of resistors used in the alarm loop. Based on the obtained values, 

the operating ranges can be calculated as shown in Figure 7-a. 

To implement the calibration method practically, for a finished installation with any number of 

sensors, it is necessary to measure the voltage for each activation state. Most of this procedure can be 

performed by the alarm control panel. The role of the installer is merely to activate the specified access 

point and communicate this to the control system of the panel. The measurement procedure must be 

carried out for all sensors in the perimeter loop. In the subsequent steps of the calibration procedure, the 

following actions should be performed: 
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• approaching the access point indicated by the alarm control panel and activating it; 

• return to the alarm control panel and confirm the activation of the specified sensor;  

• the alarm control panel indicates the next sensor to activate; 

• deactivate the sensor that was previously activated; 

• repeat the entire procedure for all sensors in the alarm circuit. 

However, remote access to the control panel significantly reduces the time required for this process. 

Moreover, the calibration procedure is performed only once at the beginning, during the installation. 

The measured voltage values can be recorded and then used for monitoring the status of the alarm circuit. 

This approach allows installers to eliminate the effects of wire resistance and resistor tolerance, enabling 

the handling of a greater number of sensors. 

3.3. Measurement Stand 

To practically test the developed system, a special alarm control panel and manipulator with an 

alphanumeric display and keyboard were designed. The separation of functions into two devices allows 

the installer to place manipulator in any visible location and easily accessible location for the user, such 

as near the building's entrance doors. Meanwhile, the control panel should be located in the secured part 

of the monitored zone to make it more difficult for potential intruders to locate and disable the entire 

alarm system. 

Both devices operate under the control of an ARM Cortex-M4 STM32F303CBT6 microcontrollers, 

which can operate at frequencies up to 72 MHz and features four 12-bit ADCs with support for up to 39 

channels. Communication between the modules is carried out via a CAN 2.0a bus. The use of the CAN 

serial link allows for the connection of a larger number of devices and provides high resistance to inter-

ferences. This enables the system to be expanded in the future with additional modules, e.g., GSM wire-

less communication. The designed system also includes emergency operation capability on battery 

power, since it has to be resistant to power supply interruptions. The block diagrams of the main PCB 

boards are shown in Figure 9 and their visualisation in figure 10. 

The control software was written in C language using high-level HAL (Hardware Abstraction 

Layer) libraries. Through the user interface, it is possible to change the settings of the alarm control 

panel and communicate the system's status to the user. When the alarm system is activated, the access 

panel retrieves the saved configuration settings from FLASH memory. After synchronization is com-

plete, the main menu appears on LCD with information on the status of: 

• alarm zones – the system has two independent zones; 

• inputs – which input data is activated and calibrated; 

• power supply – operating on battery or mains power, battery charge level. 

A settings menu was also developed, allowing the following options: 

• display configuration – adjustment of the brightness and contrast level; 

• input configuration – selection of the input type NC, NO, EOL, 2EOL, 3EOL, custom connec-

tion system; selection of the number of sensors for the custom system; 

• output configuration – selection of the default output state; 

• zone configuration – assignment which inputs trigger a specific zone and which outputs are 

controlled by that zone. 

If the settings are not configured correctly, the system will not allow access to the arming menu. If 

the custom connection system is selected, the calibration process is begun upon entering the arming 

menu (Fig. 11). This process involves measuring the voltages for all sensor activation states and using 

them to calculate the correct detection ranges. 
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Fig. 9. Block diagram of alarm control panel and manipulator: power supply connections are indicated in red; signal and con-

trol connections are in blue 

 
Fig. 10. 3D model of printed circuit boards 

 
Fig. 11. Block diagram of calibration process 

After the calibration process is completed, the measured voltage values are saved in FLASH 

memory to avoid the need for re-calibration in the event of a power loss. Then, the user can select the 

zone to be armed or disarmed. The system has two independent zones, which are armed with an 8-digit 

code consisting only of numbers. If an incorrect code is entered during disarming, an alarm is triggered. 

If any sensor on a line is triggered for a given input, a message appears showing the input number and 

sensor number. 
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3.4. System Tests 

To evaluate the performance of the developed perimeter configuration, a test circuit was created. It 

consists of 20 sensors, each spaced 1 meter apart. The circuit loop in assembled using 2x0.5 mm YDY 

cable as well as parametrizing resistors with a value of 470 Ω and a tolerance of 1%. On the control 
panel side, a 47 Ω resistor is used as a pull-up resistor to the 3.3 V power supply in the voltage divider. 

The test circuit, along with the alarm system, is shown in Figure 12. 

 

 
Fig. 12. Test perimeter loop, along with the alarm system 

The obtained results of voltage measurement are presented in Figure 13, where they are plotted 

alongside the ideal values calculated for a resistor tolerance of 1%, taking into account the resistance of 

the cables. 

The point where the curve based on the measurement intersects with the dashed lines determines 

the detection limits in relation to the ideal case (Fig. 13). Therefore, the maximum number of sensors 

that can be handled without errors for the designed circuit is 15. The intersection points for the curve 

calculated at the tolerance limit values are listed in Table 3. As can be observed, the intersection points 

for the measured values occurred for sensors located farther than the calculations for the worst-case 

scenario indicated. The measured voltage curve is situated between the curves calculated for extreme 

tolerances, confirming that the theoretical considerations closely approximate the system’s behaviour. 

This allows the detection limits to be determined for installations with any number of sensors and cable 

lengths if a calibration method is not applied. 

Table 3. Intersection points for curve calculated at tolerance limit values 

 Calculations for 1 m and 1% tolerance 
Measurement 

Max. Min. 

Intersection points 13 19 15 

 

 

To examine the noise level in the test perimeter loop, voltage fluctuations were measured by the 

A/D converter for the test circuit with 20 sensors. A total of 12,500 samples were collected at a sampling 

frequency of 12,500 Hz for three sensor activation cases in the circuit. The collected data is presented 

in four histograms in Figure 14. 

For all cases, the read value varies by four quantization levels. The ADC voltage resolution is ap-

proximately 0.805 mV, which corresponds to a peak-to-peak value of the measured signal of 3.22 mV. 

This value represents the smallest signal change that the ADC can accurately distinguish. Anything 

below this is considered as the ADC’s own noise and disturbances induced on the cable. 
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a)  b)  

Fig. 13. Voltage at output of perimeter loop as a function of activated sensor; dashed curves indicate voltage variation limits 

for each activation state: a) Main graph; b) Enlarged section of graph 

 

a)  b)  c)  d)  

Fig. 14. Variation in values read from ADC: a) For 20th breached sensor; b) For 15th breached sensor; c) For 10th breached 

sensor; d) For 5th breached sensor 

The level of noise depends on the electromagnetic environment in which the alarm system operates 

and cannot be estimated without specialized measurement equipment. However, during the calibration 

process, it is possible to determine the minimum voltage value below which the voltage on the perimeter 

line should not be reduced. This approach provides a margin for potential disturbances. Measurements 

from the test circuit allowed the determination of the minimum voltage value at which the system oper-

ates correctly. The smallest voltage change occurs with the activation of the last sensor and is 41 mV 

relative to the penultimate sensor. The maximum voltage change from the midpoint of the range for the 

last sensor's activation state is calculated as shown in Figure 7-a. This value is 20.5 mV and represents 

the threshold for the designed system using the calibration method. This confirms the proper operating 

of the system for a circuit with 20 sensors under real conditions. The chosen value is greater than the 

measured voltage changes to ensure a margin for additional disturbances. 
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4. Summary 

In this work, an attempt was made to develop a proprietary configuration for a perimeter alarm 

system, which addresses the limitations of commercially systems available on the market. A para-

metrized configuration line was proposed that allows for the handling of a large number of sensors 

within a single monitoring loop. The developed perimeter loop ensures the ability to distinguish the 

activation of each detector using only two connecting wires. The developed system is compatible with 

any NC (normally closed) type sensors, such as reed switches. Additionally, the proposed connection 

method is straightforward to install, thanks to the standardization of the parametrizing resistors used in 

the circuit. 

Furthermore, a calibration method was proposed to enhance the capabilities of the developed alarm 

system. The limit on the number of sensors depends on the accurate detection of individual states. Any 

disturbances in the circuit can lead to incorrect identification of which sensor has been triggered. Sensors 

near the end are most susceptible to this issue due to the small voltage change between consecutive 

activation states. Nevertheless, the calibration procedure significantly increases the number of access 

points in the perimeter loop. 

To test the performance of the developed configuration for perimeter line, a demonstrator was built, 

consisting of an alarm control panel and an access manipulator. The effectiveness of the proposed con-

nection configuration was tested in an alarm circuit with 20 sensors. Measurements showed that the 

most significant factor affecting the system's performance is the resistance of the connecting wires. 

Thus, the Custom EOL configuration, utilizing the calibration method, can handle 20 access sensors 

in a single monitoring loop and allows for detecting where a breach has occurred. The system can suc-

cessfully be used in facilities where multiple control points are required to be supervised and they are 

located close to each other. Moreover, the alarm system was designed with the possibility of expanding 

it with additional modules, such as a GSM wireless communication panel. An additional feature was the 

ability to operate even in case of a power failure, through the use of an emergency battery. 
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Abstract 

The integration of artificial intelligence (AI) into computer networks has rapidly evolved, influencing network 

architecture, security measures, and traffic management. This paper explores AI's transformative impact on 

these areas, focusing on advancements in machine learning (ML), deep learning (DL), and reinforcement learn-

ing. These innovations are reshaping network security by improving threat detection and anomaly identifica-

tion, as well as enhancing traffic management through predictive and adaptive routing. AI-driven systems are 

also making strides in automating network management tasks, allowing for more efficient resource allocation 

and self-healing networks. Despite these advancements, challenges remain, particularly concerning the integra-

tion of AI with legacy infrastructures and the ethical implications of AI decision-making processes.  

Keywords: artificial intelligence, machine learning, network security, deep learning 

 

1. Introduction 

In recent years, the integration of artificial intelligence into various domains has revolutionized 

industries, with computer networks being a notable beneficiary of these advancements. As global inter-

net traffic grows exponentially, driven by the proliferation of Internet of Things (IoT) devices, cloud 

computing, 5G technology, and the ever-increasing demand for bandwidth, the complexity of managing 

and securing networks has become a critical challenge. Traditional network management techniques, 

often based on manual configuration and rule-based systems, struggle to cope with this increasing com-

plexity and the dynamic nature of modern networks. 

 Simultaneously, the number and sophistication of cyber threats continue to grow. Traditional in-

trusion detection systems (IDS) rely heavily on predefined signatures or rules to detect known threats. 

While effective against previously encountered attacks, these systems often fail to identify novel or 

evolving threats, such as zero-day vulnerabilities or advanced persistent threats (APTs) [2]. This has led 

to a paradigm shift towards more adaptive, AI-driven approaches. 

AI, particularly machine learning and deep learning, offers promising solutions to these challenges. 

By leveraging vast amounts of historical and real-time data, AI models can learn traffic patterns, detect 

anomalies, and make decisions autonomously. For instance, AI-driven systems can automatically adjust 

traffic routing based on real-time congestion data, ensuring optimal performance and minimizing packet 

loss. In terms of security, AI systems can detect and mitigate threats more efficiently by identifying 

anomalous behavior that might indicate the presence of malicious activity [2, 3]. 

Moreover, reinforcement learning (RL) has enabled networks to adapt in real-time by optimizing 

routing paths and network configurations dynamically. These RL-based systems learn by continuously 

interacting with the network environment, making them ideal for highly dynamic network scenarios, 

such as mobile ad hoc networks (MANETs) or multi-cloud architectures. 

https://doi.org/10.7862/re.2023.x
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However, the deployment of AI in network environments also presents unique challenges. The 

integration of AI systems with legacy network infrastructure is often difficult due to hardware limita-

tions or the lack of necessary computational resources. Additionally, the growing reliance on AI for 

critical network functions raises concerns regarding accountability, transparency, and the potential for 

bias in AI decision-making processes [1]. Despite these challenges, the potential benefits of AI integra-

tion into computer networks - such as enhanced security, more efficient traffic management, and auton-

omous network operations - are vast and continue to drive research and development in this area. 

This paper delves into the multifaceted impact of AI on computer networks, examining how AI can 

address current networking challenges and predict future trends. Artificial intelligence refers to the sim-

ulation of human intelligence by machines, encompassing a broad range of techniques and approaches. 

These include machine learning, where systems learn from data to make predictions or decisions, and 

deep learning, a subset of ML that uses neural networks to model complex patterns in data. Computer 

networks refer to interconnected systems of devices and communication technologies that enable data 

exchange. These networks can be viewed from different perspectives, including physical infrastructure 

(e.g., wired or wireless networks), logical architecture (e.g., client-server or peer-to-peer models), and 

functional layers such as transport, application, or network layers in the OSI model. This article focuses 

on how AI can enhance the management and optimization of such networks across various layers, par-

ticularly in areas like traffic management, security, and resource allocation. 

2. AI in Network Security  

AI has become indispensable in securing modern computer networks, where the volume and com-

plexity of cyberattacks are constantly growing. Traditional network security methods, such as firewalls 

and signature-based intrusion detection systems, are increasingly insufficient in the face of sophisticated 

threats. AI enhances network security by enabling dynamic threat detection and rapid response to anom-

alies. ML-based IDS can analyze historical network traffic data to identify malicious patterns, while DL 

systems improve this capability by learning from unstructured data and detecting novel attacks. 

2.1. Machine Learning in Intrusion Detection 

Intrusion detection focuses on identifying unauthorized access and abnormal activities within net-

work environments. The primary challenge lies in distinguishing between legitimate and malicious traf-

fic in real-time, a task complicated by the diversity and scale of modern networks. The effectiveness of 

an IDS is typically measured using metrics such as detection rate, false positive rate, precision, recall, 

and F1 score [12, 13]. Traditional methods, relying on predefined signatures (such as Snort1 or AIDE2), 

struggle to detect novel threats such as zero-day attacks, highlighting the need for adaptive, intelligent 

systems. Zero-day attacks are cyber exploits targeting unknown vulnerabilities in software or hardware, 

leaving no time for defensive measures. 

Machine learning has revolutionized intrusion detection by providing more accurate and scalable 

solutions compared to rule-based systems. Supervised learning algorithms, such as Support Vector Ma-

chines (SVM) and Random Forests, are trained on labeled datasets to distinguish between legitimate 

and malicious traffic. However, one limitation is their reliance on large datasets for training, which can 

result in performance issues when faced with zero-day attacks. On the other hand, unsupervised learning, 

including anomaly detection, enables the identification of previously unknown threats by analyzing de-

viations from normal traffic behavior.  

Detecting malicious traffic can be achieved by analyzing its behavior, such as deviations in packet 

flow, unusual connection frequencies, or irregular user activity patterns, a principle employed by behav-

ioral Intrusion Detection Systems [14]. The authors of [14] designed a multi-level intrusion detection 

method for identifying abnormal network behaviors using machine learning techniques. Their approach 

integrates multiple classifiers to detect anomalies at various levels of analysis, starting with broad de-

tection of unusual traffic patterns and proceeding to detailed evaluation of specific threats, such as Dis-

tributed Denial of Service (DDoS) attacks or port scans. The method demonstrated improved accuracy 

                                                      

1 https://www.snort.org 
2 https://aide.github.io 
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in identifying zero-day attacks while significantly reducing false positives, showcasing the effectiveness 

of hierarchical analysis in intrusion detection systems.  

Building on this solution, the authors of [12] developed a specialized IoT crawler integrated into 

the fog layer (network layer), designed to prioritize critical nodes for inspection based on their signifi-

cance within the network. The IoT crawler utilizes a behavioral analyzer with a machine learning core 

to differentiate between malicious and legitimate nodes based on data streams collected from IoT de-

vices. The proponents of this idea evaluated this system using machine learning algorithms like Random 

Forest, AdaBoost, and Extra Tree, achieving a remarkable 98.3% accuracy with the Extra Tree classifier. 

This result highlights the system's ability to process IoT-specific data streams efficiently, adapting dy-

namically to threats without overwhelming resource-constrained IoT nodes. This work demonstrates the 

potential of integrating multi-level machine learning frameworks within IoT ecosystems to enhance real-

time intrusion detection. By leveraging fog computing for reduced latency and prioritizing critical nodes, 

the IoT crawler exemplifies the practical application of advanced machine learning in securing modern, 

heterogeneous networks. 

Mukkamala [6] described approaches to intrusion detection and audit data reduction using support 

vector machines and Neural Networks, highlighting their effectiveness in analyzing high-dimensional 

datasets. The primary goal was to create classifiers capable of distinguishing normal network traffic 

from various types of attacks. The researchers compared the performance of SVM with a radial kernel 

to Neural Networks with two intermediate layers. The results demonstrated that SVM with a radial ker-

nel outperformed Neural Networks in terms of hit ratio and processing time for both model training and 

prediction tasks. This research underscores the potential of SVM in efficiently processing and classify-

ing network traffic, making it a robust solution for real-time intrusion detection in environments char-

acterized by large-scale, complex datasets. 

Similarly, Kim [7] introduced a hybrid intrusion detection model that integrates decision trees (DT) 

with one-class SVM to combine the strengths of anomaly detection and misuse detection. This approach 

addresses the limitations of standalone methods by leveraging the high accuracy of misuse detection for 

known attack patterns and the adaptability of anomaly detection to identify previously unknown threats. 

The researchers proposed a two-stage framework. In the first stage, DT, as a supervised learning algo-

rithm, are employed to quickly and effectively classify known attack patterns. This ensures reliable 

identification of previously encountered threats. In the second stage, a one-class SVM is used to analyze 

the residual data (traffic not classified in the first stage) for potential anomalies. This step enhances the 

system's ability to detect zero-day attacks and other novel intrusions. The study evaluated the hybrid 

method using benchmark datasets, demonstrating that the integration of these techniques improves both 

detection accuracy and processing efficiency. Specifically, the model achieved a significant reduction 

in false positives while maintaining high detection rates, particularly for mixed traffic scenarios. 

The article [16] categorizes various IDS based on deep learning techniques. The authors explore 

how models like autoencoders and Long Short-Term Memory (LSTM) networks can detect anomalies 

in network traffic more effectively than traditional signature-based systems. Autoencoders, as unsuper-

vised learning models, excel at detecting anomalies in network traffic by reconstructing input data and 

identifying deviations that signify potential threats. LSTM networks, on the other hand, are particularly 

effective in modeling sequential data, such as network logs or traffic flows, enabling the detection of 

complex temporal patterns associated with sophisticated attacks. The study showcases that deep learning 

enables real-time analysis and reduces false positives significantly, addressing a key limitation of con-

ventional IDS. 

2.2. Deep Learning for Enhanced Security 

Deep learning models, particularly Convolutional Neural Networks (CNNs) and Recurrent Neural 

Networks (RNNs), offer superior performance in threat detection by analyzing more complex features. 

For example, RNNs, with their ability to capture temporal dependencies, are effective in detecting at-

tacks like Distributed Denial of Service, where the timing of events is crucial. Furthermore, DL-based 

systems can operate autonomously, learning from new attack patterns without requiring frequent human 

intervention. 

Kou in [4] proposed a network security situational element recognition method combining a deep-

stacked encoder with the backpropagation (BP) neural network algorithm. The method leverages unsu-

pervised learning algorithms to train each layer of the network individually, allowing for a hierarchical 

representation of the data. By stacking the encoders, the method creates a deep-stacked network capable 
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of extracting high-dimensional features from raw network data. In the initial stage, unsupervised training 

is conducted using the stacked encoders to learn meaningful features from unlabeled data. These encod-

ers utilize reconstruction-based loss functions to ensure that the most relevant information is retained 

during feature extraction. Once the unsupervised training phase is complete, the BP algorithm is applied 

to fine-tune the network using labeled data, optimizing it for classification tasks. The authors conducted 

simulation studies to evaluate the effectiveness of this method in enhancing situational awareness in 

network security. The results indicated that the deep-stacked encoder significantly outperformed tradi-

tional models in terms of precision and recall when recognizing situational elements such as potential 

threats, vulnerabilities, and network states. Moreover, the method demonstrated resilience against noisy 

and incomplete data, which are common in real-world network environments. 

In addition, Fu in [5] proposed to use an adaptive genetic algorithm to effectively optimize the 

traditional APT attack prediction model, thereby improving prediction accuracy. This model’s ability to 
accurately predict risk nodes that may be present in the network system as well as to track the progress 

of APT attacks in real time and determine the attack path through sequence attacks greatly enhances the 

network system’s security [1]. 

In 2018, Radford [17] presented an anomaly detection model using a LSTM network to analyze 

network traffic logs for cybersecurity applications. The model was designed to leverage the temporal 

sequence learning capabilities of LSTM networks, enabling it to identify anomalies in network behavior 

that might indicate potential security threats.  

In [18] authors introduced RawPower, a DL architecture designed to analyze raw bytestream data 

for network anomaly detection. This approach eliminates the need for extensive feature engineering by 

directly processing raw traffic measurements. The experimental results demonstrate that RawPower 

achieves exceptional performance, surpassing traditional anomaly detection systems in terms of detec-

tion accuracy, robustness, and scalability. Specifically, it excels in scenarios involving high-speed net-

works, where traditional methods struggle to keep up with the sheer volume and diversity of data. 

The studies [19, 20] investigate the application of deep learning techniques for identifying various 

types of malicious network activities, such as malware communication. By utilizing CNNs to analyze 

packet-level features, the method achieves superior performance in detecting previously unseen threats. 

The authors compare the results with conventional techniques and highlight significant improvements 

in precision and recall metrics. 

The authors of [15] provides a thorough review of how deep learning techniques are applied to 

various domains of network security, highlighting their significant advantages over traditional, rule-

based systems. The authors analyze several deep learning architectures, including CNNs and RNNs, 

demonstrating their ability to automatically extract and learn meaningful patterns from raw network data 

without the need for extensive manual feature engineering. The survey emphasizes the limitations of 

rule-based systems, which rely on predefined rules or signatures, making them ineffective against zero-

day attacks and adaptive threats. In contrast, deep learning models are dynamic and capable of general-

izing to unseen attack scenarios. By analyzing both known and novel attack patterns, these methods 

significantly enhance detection rates and reduce false positives, which are common drawbacks of con-

ventional systems. 

The article [21] highlights the transformative role of deep learning in securing 5G networks. The 

authors discuss how the high complexity and dynamic nature of 5G architectures, including virtualiza-

tion, software-defined networking (SDN), and network slicing, demand advanced security mechanisms 

capable of real-time threat detection and mitigation. The study concludes that integrating deep learning 

into 5G security frameworks significantly enhances the adaptability, precision, and scalability of net-

work defenses, making them more resilient to evolving threats. However, it also underscores the need 

for addressing challenges such as computational overhead and the interpretability of deep learning mod-

els to ensure their effective deployment in real-world 5G applications. 

3. Traffic Optimization with AI 

Efficient traffic management is critical in maintaining network performance, particularly as the 

number of connected devices and the amount of data traffic continue to grow. AI's ability to predict 

traffic patterns and optimize routing decisions in real-time has significantly improved the efficiency of 

networks. AI-based systems analyze historical and real-time data to dynamically adjust traffic routes 

and manage bandwidth, thereby reducing congestion and packet loss. 
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3.1. Predictive Traffic Routing 

AI can predict network traffic fluctuations by analyzing historical data and recognizing patterns 

that suggest future behavior. By leveraging ML models, networks can proactively re-route data to avoid 

congestion before it occurs, improving Quality of Service (QoS) for end-users. QoS refers to the ability 

of a network to provide predictable performance levels, typically measured by parameters such as band-

width, latency and packet loss. It ensures that network resources are allocated efficiently to maintain the 

reliability and quality of specific applications or services, such as video streaming or VoIP. Predictive 

routing is particularly beneficial in large-scale networks, such as data centers or cloud infrastructures, 

where traffic load balancing is essential for maintaining optimal performance. 

The study presented in [30] focus on predicting the network traffic by using the different prediction 

regression models such as K-Nearest Neighbors, Random Forest, Gradient Boosting and DT with dif-

ferent sub-parameters. Using real-world network traffic data, the authors train and test the models to 

predict key traffic parameters, such as bandwidth demand and packet flow rates. The results demonstrate 

that Gradient Boosting outperforms the other algorithms in terms of accuracy and error metrics, such as 

Mean Absolute Error (MAE) and Root Mean Square Error (RMSE). 

One notable study [8] presents a framework for traffic flow classification based on deep learning 

models. The authors train deep neural networks (DNNs) on real-world network traffic data to predict 

characteristics such as flow throughput and duration. Their approach moves beyond binary classifica-

tions like "mice" (small) and "elephant" (large) flows [23], opting instead for a multi-class quantization 

strategy. This methodology classifies flows into a range of categories based on their characteristics (flow 

throughput, duration, or packet interarrival times), rather than relying on rigid binary distinctions. The 

proposed system is intended to enhance network traffic management by predicting flow behaviors, ulti-

mately improving routing decisions in real time. 

The authors of [9, 31] explored the application of AI in predicting network traffic patterns to en-

hance routing efficiency in smart networks. It reviews various AI methodologies, including machine 

learning techniques, and discusses their roles in optimizing resource allocation and reducing latency. 

Techniques such as RNNs and LSTM networks are discussed for their ability to analyze temporal traffic 

data and accurately forecast future traffic demands. These predictions enable dynamic adjustments to 

routing protocols, reducing congestion and enhancing QoS across diverse network environments, in-

cluding 5G, IoT, and edge computing. Despite the advancements, the article identifies several challenges 

associated with AI integration in network traffic management, such as scalability in large-scale net-

works, maintaining prediction accuracy in highly dynamic environments, and computational overhead. 

The authors suggest that future research should focus on lightweight AI models, federated learning to 

address data privacy concerns, and explainable AI (XAI) to improve the interpretability and trustwor-

thiness of predictive systems. 

3.2. Reinforcement Learning for Dynamic Traffic Management 

Reinforcement learning, a type of machine learning where agents learn by interacting with their 

environment, has been applied to dynamic traffic management. RL agents learn optimal routing strate-

gies through trial and error, adjusting decisions based on rewards, such as reduced latency or higher 

throughput. This approach allows networks to adapt in real-time, adjusting to changing conditions with-

out the need for human intervention. 

The article [10] explores the application of reinforcement learning for adaptive routing in networks 

subject to dynamic changes. The authors present an RL framework that dynamically learns optimal 

routing policies by interacting with the network environment, thereby facilitating efficient traffic man-

agement and minimizing delays, even under unpredictable traffic fluctuations and varying network to-

pologies. The study highlights the potential of RL to enhance routing performance in scenarios where 

traditional algorithms may struggle due to variability in network conditions. 

Abrol in [22] presents a framework leveraging deep reinforcement learning (DRL) to optimize net-

work traffic management dynamically. The authors propose a model that integrates a deep graph con-

volutional neural network with a reinforcement learning agent to predict and adapt to real-time traffic 

demands. This approach is particularly suited for next-generation networks, which face challenges such 

as high data volumes, dynamic topologies, and diverse service requirements. By modeling the network 

as a graph, the DRL agent learns optimal routing policies by interacting with the network environment 

and receiving feedback through reward signals. These signals are designed to reflect key performance 

metrics, such as throughput, latency, and packet loss. Over time, the model identifies patterns in traffic 
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behavior and dynamically adjusts routing decisions to prevent congestion and maximize resource utili-

zation. The approach minimizes packet delays and reduces congestion, leading to improved QoS for 

users and applications. 

Q-Learning [24] (QL) uses unsupervised RL to determine optimal behaviour to maximise perfor-

mance when interacting with its environment. The method has also found its way into network traffic 

management and optimization in SDN. The authors of [25] addressed network congestion in SDN by 

reselecting flow paths and changing flow table using predefined threshold. The researchers in [26] in-

troduced fairness function in SDN for load-balancing in peak traffic conditions. Harewood-Gill [27] 

proposed three Q-routing algorithms [28] with distinct performance metrics to enhance traffic manage-

ment in SDN environments and conducted a comparative analysis of their effectiveness against the K-

Shortest Path algorithm. A more detailed description of these articles, along with additional examples 

of QL applications in SDN, is provided by the authors in [29]. 

4. AI in Network Management 

AI has also revolutionized network management by automating routine tasks such as configuration 

management, fault detection, and network monitoring. AI-driven network management systems can 

identify and resolve issues autonomously, reducing human workload and minimizing downtime. 

In traditional networks, configuration management is a labor-intensive process prone to human 

error. AI tools automate the configuration process, ensuring consistency and reducing the risk of mis-

configurations. By analyzing network requirements, AI systems can automatically apply optimal set-

tings and adjust them as network demands evolve. 

Moreover, AI systems excel at detecting anomalies in network performance, which can be indica-

tors of hardware failure, security breaches, or performance degradation. By using ML models, these 

systems can predict failures before they occur and take preventive action, such as rerouting traffic or 

initiating backup systems. Some AI-driven networks even exhibit self-healing capabilities, where the 

system automatically corrects issues without human intervention. Examples of the use of AI solutions 

in network management are described in [8, 9, 11, 32, 39]. 

The article [33] discusses the integration of machine learning techniques into cognitive network 

management systems to enhance decision-making processes and automate network operations. The au-

thors emphasize the segmentation of network management into distinct areas - Fault, Configuration, 

Accounting, Performance, and Security (FCAPS) - and the assignment of specific ML algorithms to 

address challenges in each domain. Furthermore, they underscore that developing an integrated network 

management system is a highly complex yet indispensable task, particularly in light of the rapid expan-

sion of computer networks in recent years. 

Li in [34] explores the transformative role of AI and ML in enhancing the management of data 

center networks. It provides a detailed analysis of how ML techniques are being employed to address 

the growing complexity of modern data centers by enabling adaptive, automated, and efficient network 

management solutions. A notable contribution of the survey is the introduction of a quality assessment 

criterion called REBEL-3S, designed to impartially evaluate the strengths and weaknesses of the pro-

posed research approaches. 

Kadiyala in [38] examines the groundbreaking potential of AI in network automation, emphasizing 

its ability to predict and prevent network issues, optimize resources, and enable self-healing capabilities. 

It presents real-world case studies demonstrating AI's effectiveness in enhancing network reliability and 

reducing downtime.  

An existing technological solution utilizing AI for network infrastructure management is Cisco AI 

Network Analytics3. This application is designed to enhance network management by leveraging AI and 

ML to provide proactive insights and automated solutions [35]. The platform collects and analyzes vast 

amounts of telemetry data from network devices, enabling it to identify anomalies, predict potential 

performance issues, and optimize network configurations in real time. A key advantage of Cisco AI 

Network Analytics is its ability to automate routine tasks, such as identifying misconfigurations or real-

locating bandwidth, reducing the need for manual intervention and minimizing operational costs. 

                                                      

3 https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-assu-

rance/2-3-7/b_cisco_dna_assurance_2_3_7_ug/b_cisco_dna_assurance_2_3_6_ug_chapter_010.pdf 
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Similarly, Juniper Networks' AI-driven network management solution, Marvis, employs ML to 

proactively predict network issues and deliver actionable insights [36]. By analyzing data from various 

sources - including network devices, applications, and user behavior - Marvis identifies patterns and 

anomalies with high accuracy. In a customer deployment, Marvis successfully predicted 90% of network 

issues, reducing the mean time to resolution (MTTR) by 70% and increasing network uptime by 25% 

[37], showcasing its impact on operational efficiency and reliability. 

5. Challenges and Future Directions 

Despite the numerous advantages of integrating AI into computer networks, there are several chal-

lenges that must be addressed. One key issue is the difficulty of integrating AI into existing legacy 

network infrastructure, which often lacks the computational power or flexibility required for AI systems. 

Additionally, the deployment of AI in critical networks raises ethical concerns, including questions of 

accountability, transparency, and bias in decision-making processes. 

5.1. Ethical and Accountability Concerns  

As AI systems become more autonomous, determining accountability in the event of network fail-

ures or security breaches becomes increasingly complex. The opaque nature of some AI algorithms, 

particularly deep learning models or decision trees, makes it difficult to understand how decisions are 

made. This is why many AI systems operate as "black boxes", making it difficult for users and stake-

holders to understand how decisions are made. This lack of transparency raises accountability issues, 

particularly in scenarios where AI decisions impact user safety or privacy. Establishing clear accounta-

bility frameworks is essential; organizations must define who is responsible for AI-driven decisions, 

whether it be the developers, the companies that deploy these systems, or designated administrators. 

This clarity can help foster trust and facilitate ethical governance of AI technologies. 

The findings reported in [40] highlight practical issues of developing and operating ML-based so-

lutions in real networks. The authors discuss concerns related to data quality and availability, emphasiz-

ing that the effectiveness of AI systems heavily relies on large, high-quality datasets, which are often 

difficult to obtain or maintain due to privacy regulations and dynamic network environments. It is worth 

mentioning that gathering sufficient data from diverse network environments is often hindered by logis-

tical limitations, such as incompatible data formats, the high cost of data acquisition, and varying net-

work configurations. One more significant challenge lies in data labelling. Supervised learning algo-

rithms, which are commonly used in network management tasks like traffic classification and anomaly 

detection, require labeled datasets for training. Labeling network data is both time-consuming and re-

source-intensive, often requiring expert knowledge to correctly identify patterns or categorize flows. 

This bottleneck can slow down the development cycle of AI-driven solutions and limit the scope of their 

applicability. 

Another major issue is algorithmic bias, which can emerge from the data sets used to train AI 

systems. If these data sets reflect historical biases or imbalances, the resulting AI algorithms may rein-

force or exacerbate these biases in decision-making processes. For example, an AI system employed for 

network traffic management might unintentionally prioritize data flows from certain applications or user 

groups, leading to unequal access to bandwidth and resources. Addressing this concern requires ongoing 

scrutiny of training data and the implementation of measures that ensure fairness and inclusivity in AI 

applications, promoting equitable service distribution across all users. 

Furthermore, the ethical implications of data privacy in computer networks cannot be overlooked. 

AI systems often require vast amounts of network traffic data to function effectively, raising concerns 

about how this data is collected, stored, and used. Users may be unaware of the extent to which their 

online activities are being monitored and analyzed, leading to potential violations of privacy rights. 

Organizations must prioritize ethical data management practices, ensuring that users are informed about 

data usage and that consent is obtained for data collection. Establishing regulatory frameworks that 

protect user privacy while allowing for innovation in AI technologies will be a crucial step forward in 

fostering trust and accountability within network systems. 
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5.2. The Future of AI-Driven Networks 

The future of AI-driven networks is set to revolutionize the way we manage and interact with digital 

infrastructures. One of the most promising advancements lies in the development of self-optimizing 

networks. These networks will leverage AI algorithms to analyze real-time data, enabling them to dy-

namically adjust their performance based on current conditions. This capability could significantly en-

hance efficiency, as networks become adept at reallocating resources and bandwidth in response to 

changing demands. As a result, users can expect faster, more reliable connections, improving overall 

user experiences across various applications. 

Moreover, AI-driven networks are likely to play a pivotal role in enhancing security measures. The 

integration of AI in cybersecurity can enable proactive threat detection and response, as systems learn 

to identify and mitigate potential vulnerabilities before they can be exploited. By analyzing patterns in 

network traffic, AI can differentiate between legitimate user behavior and suspicious activities, signifi-

cantly reducing the risk of cyberattacks. However, this increased reliance on AI also necessitates the 

development of robust safeguards to ensure that these systems themselves do not become targets for 

manipulation or exploitation. 

When discussing the future of computer networks, it is impossible to overlook the transformative 

role of generative AI. This technology is set to revolutionize network optimization, security, and auto-

mation through its innovative applications. One such use case is synthetic data generation, where models 

like Generative Adversarial Networks (GANs) [41] and diffusion models create realistic network traffic 

patterns. These synthetic datasets address the challenges of limited or biased real-world data, enhancing 

the robustness and adaptability of AI systems in managing network operations. 

In the area of network security, generative AI has proven its utility in simulating complex cyberat-

tacks, such as DDoS or phishing scenarios [42]. By proactively testing security systems against these 

simulated threats, networks can better anticipate and counter emerging vulnerabilities. However, this 

dual-use potential also introduces risks, as attackers might exploit generative AI to craft more sophisti-

cated and hard-to-detect malicious traffic, necessitating effective protections and ethical guidelines. 

6. Conclusion 

The impact of artificial intelligence on computer networks is profound and multifaceted, offering 

both significant benefits and challenges. AI technologies have the potential to revolutionize network 

management, enhancing efficiency, reliability, and security. Through the use of advanced algorithms, 

networks can achieve greater self-optimization and self-healing capabilities, leading to improved per-

formance and reduced downtime. This transformation is particularly crucial in an era where demand for 

bandwidth and responsiveness continues to grow, necessitating innovative solutions to manage complex 

network environments. Table 1 provides a summary of artificial intelligence applications and their trans-

formative impact on key areas of computer networks. 

Table 1. AI Applications and Their Impact on Key Network Areas 

Computer Network Area Traditional Challenges AI Approaches Impact of AI 

Traffic Management 
Network congestion, ineffi-

cient routing 

Predictive analytics, rein-

forcement learning 

Improved routing, reduced la-

tency, dynamic traffic optimi-

zation 

Network Security 

Threat detection delays, zero-

day attack detection, advanced 

persistent threats 

Anomaly detection, genera-

tive AI, ML classifiers, neural 

networks 

Faster threat detection, adap-

tive defense mechanisms, re-

duced false positives, effec-

tive prediction of APT and 

zero-day attacks 

Resource Allocation 
Static resource distribution, 

underutilization 

AI-based optimization mod-

els, deep learning 

Efficient bandwidth manage-

ment, adaptive resource distri-

bution 

Fault Detection 

Manual monitoring, delayed 

detection of hardware or soft-

ware failures, delayed trouble-

shooting 

Predictive maintenance, neu-

ral networks 

Early failure detection, mini-

mized downtime, automated 

troubleshooting 

Quality of Service 
Packet loss, inconsistent ser-

vice quality 

AI-driven traffic prioritiza-

tion, reinforcement learning 

Enhanced user experience, op-

timized service delivery 
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Network Design and Planning 

Complex manual configura-

tions, Complexity in multi-

cloud or MANET scenarios 

Generative models (e.g., 

GANs), optimization tech-

niques 

Automated network topology 

design, scalability, reduced 

human error 

 

However, the integration of AI into computer networks is not without its drawbacks. Ethical consid-

erations, particularly around data privacy and algorithmic bias, pose serious challenges that must be 

addressed to foster trust among users and stakeholders. As AI systems become increasingly autonomous 

in their decision-making processes, ensuring accountability becomes critical. Organizations must im-

plement transparent practices and ethical guidelines that govern AI usage, ensuring that user data is 

handled responsibly and equitably. A groundbreaking step toward the responsible and ethical develop-

ment of this technology is the EU Artificial Intelligence Act4, which represents the world's first compre-

hensive legal regulation for artificial intelligence systems and models. 

Looking ahead, the future of AI-driven networks necessitates a collaborative approach that integrates 

the insights of technologists, ethicists, and policymakers. This interdisciplinary cooperation is crucial 

for establishing standards that promote technological advancement while safeguarding users' rights and 

classified information. By balancing innovation with ethical considerations, the full potential of artificial 

intelligence can be harnessed for applications in computer networks, ensuring that these technologies 

enhance their integrity, accessibility, and security.  
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